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In the evening you say, “Tomorrow will be fair, for the sky is red”; and, in the morning, “Today will be stormy, for the sky is red and threatening.” You know how to judge the appearance of the sky, but you cannot judge the signs of the times.




—MATTHEW 16:2–3





Introduction
Knowledge in the form of an informational commodity indispensable to productive power is already, and will continue to be, a major—perhaps the major—stake in the worldwide competition for power. It is conceivable that nation-states will one day fight for control of information, just as they battled in the past for control over territory…. A new field is opened for industrial and commercial strategies on the one hand, and political and military strategies on the other.



—JEAN-FRANÇOIS LYOTARD, The Postmodern Condition: A Report on Knowledge (1979)[1]










ARTIFICIAL INTELLIGENCE, AI, has been developing since the 1950s, albeit with ancient antecedents and fictional forerunners such as Mary Shelley’s Frankenstein. Yet, GPT (generative pre-trained transformer) technology is genuinely new. It quietly emerged over the course of 2017–22 in versions such as GPT-2 and GPT-3 from OpenAI. Then, like a supernova, it burst upon the scene on November 30, 2022, when OpenAI released ChatGPT, a chatbot available to the public. The chatbot app supported by the new GPT-4 model had 100 million users in two months. The next-fastest app to have 100 million users was TikTok, which took nine months to hit the same goal. Instagram, which had the third-fastest user adoption, took thirty months. The GPT-4 chatbot is not only unique technology, it has had a breathtaking reception among users.
The intellectual breakthrough that opened the door to GPT applications was the 2017 publication of “Attention Is All You Need” by Ashish Vaswani and collaborators. This paper proposed a new network architecture called the Transformer, which was able to process word associations needed to generate text in a parallel manner rather than using a prior process that relied on recurrent paths through neural networks. In plain English, this means the Transformer looks at many word associations at once instead of one at a time. The word “attention” in the title refers to the fact that the model can learn from its training materials and produce sensible word sequences on a self-directed basis without rigid rules. The model does more work in less time with the same processing power. The Transformer was then harnessed to preexisting technologies such as natural language processing (NLP), machine learning, and deep learning (using neural network layers that provide input to higher layers). Suddenly, grammatical text generation in reply to prompts was in reach.
Progress from GPT-1 (2018) to GPT-2 (2019) and GPT-3 (2020) was largely a function of increasing the parameters, the elements that define a system, that the model could use and expanding the size of the large language models (LLMs)—the volume of text that the model could train on. GPT-1 had 117 million parameters. GPT-2 had 1.5 billion parameters. GPT-3 had 175 billion parameters. GPT-4 is estimated to have 1.7 trillion parameters, making it one thousand times larger than GPT-3. Alongside this exponential expansion of parameters came an equally large expansion in the volume of training materials. GPT-3 and GPT-4 had access to the entire internet (about 45 terabytes in a 2019 sample) through a dataset colllected by an organization called Common Crawl. The volume was so large it had to be pared back to a more useful 570 gigabytes. This scaling of parameters and training materials was accompanied by leaps in the power of graphics processing units (GPUs) such as the Nvidia B200 Blackwell, which can be used for mathematical calculation as well as graphical generation.
Even by Silicon Valley standards the emergence of GPT was extraordinarily fast and powerful. The world of information processing and human-machine interaction has changed before our eyes.
That said, it’s worth considering whether GPT produces content aligned with the real world. Beyond existing AI tools such as search, spellcheck, and suggested words in a text, does generative AI produce real value?
In its Summer 2023 edition, Foreign Policy published a fascinating exercise in the capacity of a GPT-4 chatbot (using a premium version called ChatGPT Plus) to write a geopolitical essay on the conflict in Ukraine with specific reference to Russia’s annexation of Crimea.[2] Alongside the ChatGPT essay was another essay on the same topic written by an undergraduate. Both essays were published with the authors’ identities redacted. The exercise was to read both and see if you could spot the computer-generated essay versus the human essay.
I was able to identify the GPT-4 version (Essay 1) after one sentence without even reading the human version (Essay 2). The reason was the use of an overworked cliché, “In the geopolitical chess game…,” as an introduction to Russia’s action. The sentence also referred to Russia’s move as “a significant shift in power dynamics.” Clichés have their place and I sometimes use them myself, yet two in the first sentence is a dead giveaway that a robot training on millions of pages of geopolitical text had driven into a literary cul-de-sac. In contrast, the human essay began, “The Russian annexation of Crimea, a formerly Ukrainian peninsula, comprised the largest seizure of foreign land since the end of World War II.” Not exactly electrifying, still it was declarative, factual, and informative. No clichés.
That said, the robot essay was clearly written, grammatically correct, and informative, although clichés kept coming, including “paved the way,” “domino effect,” and “power vacuum.” Importantly, the robot essay was logical. It began with Russian aggression in Crimea, continued through the weak international response, suggested that this weak response emboldened Russia to expand the conflict, and concluded that this led eventually to the wider war we see today. The common thread was that each step in the sequence was “part of a larger pattern of Russian aggression.”
The human essay had a similar thread, but with a broader perspective and more nuanced analysis. It framed the issue by stating that the Russian annexation of Crimea “defied a universal, international understanding held throughout the latter half of the twentieth century: Independent countries maintain their territorial integrity.” From there, the writer followed the robot version to the effect that the international response was weak, that response encouraged further Russian aggression, and the end result was the full-scale war in Ukraine now underway. The human showed panache by referring to the “salami tactics” of slowly taking the Donbas region in small pieces before launching a full-scale invasion. The human essay was written from a deeper worldview and with more analytical ability, but the robot essay was entirely passable. Grading according to long-gone standards, one might give the robot a C+ and the human a solid B.
None of those comparative comments is what’s most interesting about the two essays. The most interesting feature is how badly flawed they both are. Neither essay mentions George W. Bush’s 2008 Bucharest declaration that Ukraine and Georgia “will become members of NATO.” Neither essay mentions Russia’s invasion of Georgia just four months after the Bucharest summit, demonstrating that Bush and NATO had crossed a red line. There was no recognition of the fact that part of Ukraine is east of Moscow, a city that has not been attacked from the east since Genghis Khan. The CIA-aided Maidan revolt in 2014 that deposed a duly elected Ukrainian president was ignored. Those matters aside, the human author does not reconcile her reference to “territorial integrity” with the U.S. invasion of Iraq in 2003.
In short, the war in Ukraine has little to do with Russian expansion, geopolitical ambitions, or salami tactics. The war is a response to fifteen years of Western provocation. How could the robot and the student miss the backstory, ignore U.S. provocation, and misinterpret the sources of Russian conduct? For the student, we can fault the mainstream media. For the robot, we can fault what GPT engineers call the “training set.” These are the written materials the robot scans online and that then populate the deep learning neural networks its algorithms use to generate output. We can excuse the student because she needs more seasoning as an analyst. There’s no need to excuse the robot. It did exactly what it was programmed to do and offered a humanlike essay. The analytic failures in the essay were not due to the robot or the algorithms. They were due to a badly skewed training set based on reporting by The New York Times, The Washington Post, NBC News, the Financial Times, The Economist, and other leading media outlets.
The Foreign Policy essay comparison shines a bright light on GPT’s real failure. The processing power is immense. The training set materials are voluminous beyond comprehension. The deep learning neural networks are well constructed. The transformer-style parallel processing needs improvement. Still, it will improve because GPT systems have self-learning features. As noted, the robot essay was grammatical and logical. The problem was that the robot trained on a long line of propaganda by Western media. When a robot trains on propaganda, it repeats the propaganda. One should not expect a different result. This is GPT’s true limitation.
What Tomorrow May Bring
AI is established and improving rapidly. GPT, a branch of AI, is new yet powerful and readily accessible by those scarcely acquainted with the science behind it. AI robots such as Siri, Alexa, and your car’s navigation system, all with voice recognition software and an ability to speak to you, are already like friends. Meta’s clunky-looking augmented reality and virtual reality headsets are gaining in popularity. Eyeglasses that stream Facebook straight to your retinas from inside the lens are now available. Your oven, dishwasher, and refrigerator all have AI inside to let you know how they feel. GPT sets itself apart because its output is not limited to temperature settings and YouTube streams. It can write grammatically and at great length and is already used for press releases and newsreader scripts.
This book picks up the challenge of AI/GPT and considers how it impacts two areas of the utmost importance to everyday Americans—finance and national security. Of course, there are countless ways to apply AI/GPT to both capital markets and banking to increase efficiency, improve customer service, and lower costs to financial intermediaries. Hedge funds have already been launched that use GPT to pick stocks and predict exchange rates. We discuss that in chapter 1, and also look at the dangers in robot-versus-robot scenarios when recursive trading develops that crashes markets in ways participants themselves do not understand. We had a foretaste of this on October 19, 1987, when the Dow Jones Industrial Average fell over 20 percent in one day—equivalent to an 8,000-point drop at today’s index level. That was caused by portfolio insurance that required insurance providers to buy put options to hedge against an initial decline. The option sellers then shorted stocks to hedge their position, which caused more declines, which caused more put buying, and so on until markets were in a death spiral. That crash was not nearly as automated as would transpire today; it came before the implementation of AI. Yet, the dynamic of selling causing selling remains and will only be amplified by AI/GPT systems. Exchange circuit breakers offer a time-out but not more. Robots cannot be tamed as easily as humans.
Chapters 2 and 3 move beyond capital markets (stocks, bonds, commodities, foreign exchange) to examine banking (loans, deposits, Eurodollars, and derivatives). Both are prone to panics, but the dynamics are different. Capital market panics happen suddenly and are highly visible. Banking panics build slowly and are mostly invisible to depositors and regulators until a full-blown liquidity crisis emerges. At times the two types of panic converge, as when bank failures lead to stock market sell-offs or vice versa. We explain these differences and show how AI/GPT systems may amplify already precarious structures.
AI dangers are not limited to unintended consequences. Financial markets are a magnet for criminals and malicious actors out to profit from panics they cause. This can be done by spoon-feeding text to social media, PR wires, and mainstream channels. GPT will devour texts as it was trained to do. Parameterization will result in overweighting the most recent or most impactfully worded content. Robots will make recommendations based on imitation news, with predictable market results. The malicious actors will be pre-positioned to profit from immediate market reaction. Still, the process will not stop there. In the robot-versus-robot world, no one has enough information or processing power to predict what happens next.
The prospect of unintended and intentional chaos in capital markets and banking segues into the national security realm, where the stakes are higher. Both state and non-state actors have greater resources than market manipulators. Malicious intent among state adversaries is a foregone conclusion. Non-state actors have motivations ranging from money to ideology to nihilism. Some non-state actors are thinly veiled proxies for states. The view is inherently opaque. What intelligence professionals call the “wilderness of mirrors” becomes even more disorienting when seen through smartglasses.
The evolution from kinetic weapons to financial sanctions as the primary arena of war is well underway. Missiles, mines, and mortars may be on the front lines, but export bans, asset seizures, and secondary boycotts are a critical part of the battlespace. If you can destroy an enemy’s economy without firing a shot, that’s a preferred path for policymakers. Even when weapons are fully deployed, the industrial and financial capacity behind the arsenals is critical in the long run. The linkages between finance on the one hand and national security on the other are dense and can be decisive.
AI/GPT enters this battlespace on three separate vectors. The first is the application of smart systems to frontline situations involving intelligence, surveillance, targeting, telecommunications, jamming, logistics, weapons design, and other traditional tasks. The second is the use of AI/GPT to optimize financial sanctions by considering second- and third-order effects of oil embargoes, semiconductor export bans, reserve asset freezes, confiscations, insurance prohibitions, and other tools intended to weaken or destroy an adversary’s economic capacity. Finally, AI/GPT can be used offensively not to constrain markets but to annihilate them. The goal would be not to impose costs through sanctions but to destroy markets in ways that would cost citizens trillions of dollars in lost wealth. The impact goes beyond asset values as citizens start to blame their own governments for the financial carnage. We explore this world in chapter 4, with particular focus on the dangers of nuclear war resulting from AI.
In chapter 5 we consider the most fraught aspects of AI/GPT: censorship, bias, and confabulation—generating content for user convenience that is invented from whole cloth. This flaw runs deeper than what observers call “AI hallucinations.” Real hallucinations are complex and creative. A better metaphor for what happens in AI/GPT is confabulation, which is a form of mental illness. In confabulation, the speaker utters an invented story with a narcissistic bent and limited relevance. It’s a kind of mental module that can be trotted out (and is, repeatedly) when the speaker is flustered, confronted, or otherwise at a loss for words. It’s not the same as a lie because the speaker doesn’t know he’s lying due to a lack of self-awareness.
GPT will do the same in the course of writing a report if it needs to fill in a blank for continuity or completeness. It’s like filling in the missing piece of a jigsaw puzzle by fabricating your own piece. Again, it’s not a lie because GPT has no ethics or morality; it’s a machine and cannot form the malintent needed to lie. A subject matter expert might be able to spot the invention in a generative report, yet most users would not. If you need subject matter experts to spot the flaws in AI/GPT output, what good are those systems in the first place?
The topic of values and ethics is even more troubled. Every scientist and developer in the AI/GPT field mentions the importance of values and ethics. They insist that disinformation and misinformation must be blocked. They are anxious over the need to eradicate new bias and compensate for past bias. They look for ways to scrub databases and program algorithms to keep bias from infecting training sets and GPT output. They want to promote values in the applications and output of AI/GPT.
This posturing ethic ignores the hard questions. Exactly whose values are to be promoted? Most recent so-called disinformation has turned out to be correct while those opposing it were advancing false narratives. The war on bias assumes gatekeepers have no biases of their own and ignores the fact that bias is a valuable survival technique that will never go away. Diversity has become a code word for homogeneity in outlook. Discrimination is valuable if used to filter out the savage and uncivilized. Why should AI gatekeepers like Google and Meta be trusted when they devoted the past ten years to promoting false narratives about COVID, climate change, and politics, while deplatforming and demonetizing the truth tellers? On a larger scale, if the training sets are polluted by mainstream media falsehoods, why will GPT output be different? These challenges must be addressed for intrinsic reasons and because they impact the application of AI technology to many real-world domains.
The book concludes on the hopeful note that the flaws and dangers in AI/GPT will be recognized before the presumed convenience of new technology dominates the digital landscape. People will have to decide if the ease of Alexa turning off the lights is worth having a listening device conveying personal conversations to a centralized controller twenty-four/seven. Is the ease of generative AI worth the false narratives that will be propagated through skewed training sets, botched bias scrubs, and flavor-of-the-month values? It is possible to take the best of AI/GPT and still sideline the propagandists. Time-tested values will prevail with the support of a humanist outlook, community trust, and self-reliance. We are not helpless. This book shows one way forward.
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The End of Markets
So, are Alexa and Siri conspiring to take over Earth? Maybe. But if they are, it’s not personal. It’s just gradients.



—KENNETH WENGER, Is the Algorithm Plotting against Us? (2023)[1]










AI in the Agora
This is how markets end:
December 2, 7:00 a.m. ET | Dow Jones Industrial Average 34,210 (prior trading day’s close)
Nick Mera entered the trading floor of his family office, turned to his assistant, Sara, and said, “Good morning, Sara. What’s new?”
Sara replied, “Not much. Long-term interest rates are still high but moving sideways. There’s some speculation they may be at a peak. Short-term rates are up slightly; the Fed has not budged on its tight money crusade. Inflation appears constant; there’s no sign that it’s moving down to the Fed target. Dollar index is up to 106.52; sterling, euro, and Swiss franc all down slightly. Yuan is down again to 7.67; yen is joined at the hip to yuan—it’s up to 155.78. Oil’s flat, stuck around $82.50 per barrel. Gold’s boring, still in a narrow range around $2,300 per ounce. Industrial commodities are mostly down on the continued slowdown in China; copper’s $3.40. Ag commodities all down, but not by much. Chinese stocks down 1 percent; Japanese stocks are right with them. S&P futures up 0.50 percent, Nasdaq up 1 percent both on good earnings and on steady interest rates despite recession signs. Anything else you’d like to know?”
“That’s fine for now, thanks.”
Nick could see all the information Sara reported with a glance at his trading screens. Still, he preferred his dialogue with Sara to start the day. She could read millions of data points, analyst reports, news articles, press releases, and financial statements in minutes, in fact, she did so continually and was always up-to-date. With that data and background information, she could quickly determine what markets were trending, what if anything had changed materially, and what was most interesting to Nick (which she inferred by speaking with him every day). She could form tentative estimates of the reasons behind the price levels such as the yuan-yen linkage and the connection between steady interest rates and higher stock prices. She didn’t report on the Russian ruble because she knew Nick didn’t care; he wasn’t in that market. If he expressed interest, she would adapt instantly and begin reporting on that as well. Sara was the ideal digital assistant, with a four-layer-deep neural network and a proprietary state-of-the-art version of GPT. Nick liked the fact that he didn’t have to think about market data and was free to muse on other matters, including his next trade. Sara could handle that too.
“All right, OK, let’s get to work. I agree long-term rates are ready to fall. They’ve been held up by momentum traders and the arb crowd who short Treasury notes against swaps. The problem is the banks are losing their appetite for swaps even if they’re off-balance-sheet. It’s hard to find swap hedges due to collateral shortages; swap spreads require owning Treasuries, which take up balance sheet. That game is over. Once Treasury rates fall, the momentum boys will fold like a cheap suitcase and we’ll be on our way to a rally. Call Goldman and Citi—buy ten million ten-years and finance them overnight.”
Nick didn’t have to explain his views to Sara; he could just place the order. But the explanation was part of the training set. By learning the reasoning, Sara learned new patterns to go into future analyses. Besides, Nick liked having someone to talk to.
Sara said, “OK,” paused for about thirty seconds, and said, “Done.” It was not clear if there was a robot on the other side of Sara’s order; it didn’t matter. Nick was now long $10 million of ten-year Treasury notes. He had negative carry since overnight financing rates were higher than the yield-to-maturity on the notes, but Nick was betting the notes themselves would gain 20 percent or more as rates declined. His repo collateral haircut was 2 percent, yet he kept cash against the position as well. His leverage was 10:1 on the trade. If all went well, his return on equity could be 200 percent. Of course, his equity could be wiped out and then some if rates rose. “Welcome to the world of leverage,” he thought.
Nick was not alone. Institutional investors and hedge funds reached the same conclusion. Rates had been high for no good reason, given the economic slowdown and declining inflation. “Don’t fight the Fed” is one of the oldest slogans on Wall Street. Yet even the Fed threw in the towel on occasion. If they were preparing to cut short-term rates, long-term rates would be suspended in midair ready to drop like a rock. As the trading day began, long-term rates eased, notes rallied, and stocks began to trend up. Stocks and bonds compete for investor dollars; if yields on bonds were falling, stocks would look relatively more attractive. That’s enough to get a stock market rally going.
December 2, 8:30 p.m. HKT | Dow Jones Industrial Average 34,210 (prior trading day’s close)
A twelve-story building off Datong Road in Shanghai’s Pudong commercial zone is the headquarters of People’s Liberation Army Unit 61398, also known as APT1 (for Advanced Persistent Threat), Comment Group, and Byzantine Candor. The unit’s name is less important than its mission. It’s the cyberwarfare nerve center for the Chinese Communist Party. The unit has penetrated supposedly secure U.S. servers, stolen commercial information and intellectual property from government contractors, and planted malware on adversary and competitor computers. Its successful missions include Operation GhostNet and Operation Shady RAT. Its most successful operations are unknown to this day. Unit 61398 works closely with China’s general intelligence units. When cyberattack plans are devised by these other units, they turn to Unit 61398 for implementation and execution.
Colonel Huang Dailiang walked into the cyberattack war room and asked his robot for a briefing on opening conditions in New York stock markets.
“Futures are indicated up slightly, based on some expectation of interest rate declines,” replied the robot.
“Fine. Let me know immediately if conditions change. We need a down day to launch Operation Flash Hit. Time is of the essence; still, we need help from the market itself.”
Operation Flash Hit was a long-planned cyberattack on major U.S. stock markets. It was conceived in retaliation for U.S. sanctions on China involving semiconductor sales and access to advanced semiconductor manufacturing equipment. Unit 61398 would penetrate order entry systems of major U.S. banks. From there, they would flood markets with sell orders on Apple, Meta, Alphabet, Microsoft, Nvidia, McDonald’s, and a few other stocks. American stock market performance had become concentrated in fewer names, making it easier to sink markets by focusing on a short list. The fake order flow would be discovered sooner rather than later, but by then the damage would be done. U.S. officials would have great difficulty sorting out fake and real orders in the short run. Colonel Huang’s reference to “help from the market” was what military strategists call a “force multiplier.” If you were trying to sink a rising market, an uptrend could absorb the selling to some extent. If you waited for a falling market, your sell orders would amplify the move. In a best case, downward momentum would feed on itself as happened on October 19, 1987. Colonel Huang was prepared to wait for the force multiplier. But not for long.
December 2, 3:45 p.m. CET | Dow Jones Industrial Average 34,552
In a penthouse overlooking the Bay of Palma in Majorca, Ronnie Krieg and Stefan Graz looked at their trading screens and liked what they saw. U.S. bond rates were off the top and stocks were trading up in a predictable response. Ronnie turned to his robot Dunk, named for his girlfriend’s hair color.
“Is this a turning point? Are rates headed down?”
“Yes, this looks real,” Dunk replied. “There’s been talk of it in the markets for weeks. There’s a wide consensus that rates were near a peak. Everyone was waiting for a catalyst, not wanting to jump in too soon. The catalyst came from New York in pre-market trading. It didn’t take much to start a rally in stocks and bonds, but now it’s here and seems to be gathering steam.”
Ronnie couldn’t stand the fact that Dunk used clichés. Still, it was better than staring at a screen.
Ronnie and Stefan walked out on the deck overlooking the bay.
“This could be what we’ve been waiting for,” said Ronnie. “It’s been a year in the making. Rates are toppy, stocks have been overpriced for a long time, the fundamentals don’t support either one. Is it time to launch?”
“Yes,” said Stefan, “but not quite yet. Let’s give this a little time to build. The more momentum in one direction, the greater the shock when markets have to turn around.”
Ronnie and Stefan were master manipulators. They were based in Majorca because they liked the weather, the nightlife, and the view. Their servers were in the Congo behind layers of shell companies, Tor browsers, and linked nodes. Local officials had been bribed to ensure there was no physical raid on their premises. They had spent two years doing wash trades in a legitimate hedge fund to build up trust and credit at HSBC and UBS. When the time came to launch their manipulation, they were confident the trades would be executed. What happened next wouldn’t matter. They would take the money and run. The digital paper trail would hit a dead end somewhere near a bend in the river at Kisangani.
Dunk got his orders: “Prepare to sell $1 billion notional of S&P 500 futures. Short $1 billion notional of U.S. Treasury ten-year notes over the counter. Work the orders among HSBC, UBS, and Citi. Use derivatives. Post whatever collateral is needed. Don’t execute yet; we’ll tell you. Just get ready.”
Dunk said, “OK.”
The stage was set.
December 2, 4:00 p.m. CET | Dow Jones Industrial Average 34,628
Ronnie turned to Stefan and said, “Get the crew on the secure link.”
Stefan opened an app with end-to-end encryption and confirmed that his associates were standing by.
“OK, release the video,” said Ronnie.
Stefan typed the phrase “Cherry Wine” in the app. Within seconds the reply came back: “Moon River.” Both were prearranged codes; the digital equivalent of what spies call a “one-time pad.” Ronnie and Stefan’s crew would now distribute a video through channels designed to ensure it was picked up by mainstream business media.
Ronnie looked at Dunk and said, “Execute the order.”
After about thirty seconds, Dunk said, “Done and done.”
December 2, 10:25 a.m. ET | Dow Jones Industrial Average 34,724
The stock markets opened with a rally and were quickly up 1.5 percent. Bonds rallied also on the view that rates had peaked. Nick Mera was happy with his early gains in both markets. He was sipping black tea and thinking about how long to let his profits run before closing out the trade. Sara interrupted the solitude.
“Nick, you should see this right away.”
“What is it?”
“Federal Reserve Chair Ray Dowell gave a speech at the Economic Club of New York this morning at 10:00 a.m. A video excerpt was just released and is being carried as breaking news by business channels. The reporting says the Chair’s remarks were unexpected and are having a large negative impact on markets.”
“Play it on your screen.”
Sara launched the video on her digital screen connected to computer vision output nodes. She also launched Bloomberg, CNBC, and Fox Business on separate muted monitors since they were treating the story as breaking news.
“Here’s the video,” said Sara.
Ray Dowell standing at the podium at the Economic Club said, “The next policy meeting of the Federal Open Market Committee is a week from Tuesday. New data arrives almost daily, and it is the job of the FOMC to take such information into account when setting the federal funds target rate. We cannot say with certainty what the committee’s policy decision will be. However, it is clear that our battle against inflation has not been won. The most recent inflation data is running hotter than we expected and remains materially above our targeted inflation rate of 2 percent. This being the case, markets should not be surprised if the consensus of the committee is for an additional rate hike at that meeting.”
“What!” yelled Nick. “Is he nuts? They’ve been raising rates for two years. The economy is on the brink of recession; that’s why long-term rates are down. This will kill stocks and bonds at the same time!”
Sara was still new to markets despite her deep learning layers. She added Nick’s mini-tirade to her training set.
“Give me sound on CNBC,” Nick ordered.
CNBC Fed reporter Reeve Kiesman was commenting that the most damaging part of the Chair’s rate hike scare was that it was delivered off script. His remarks on rates were not contained in the transcript of Dowell’s speech released on the Fed’s website that morning. The planned speech was about the Fed’s regulatory role and the need to ensure equal opportunity in mortgage lending to poorer communities. None of the networks chose to carry it live because it would have no impact on markets. The fact that Dowell made the rate comments extemporaneously and out of context suggested that there was some urgency in getting the message out. It also suggested that inflation fears inside the Fed must be greater than markets had realized.
Markets got the message and turned on a dime.
December 2, 10:45 a.m. ET | Dow Jones Industrial Average 34,030
Stock markets were now down 2 percent from the intraday high, and 0.5 percent from the open. Bond markets were also sinking quickly as investors raised rates in the short maturities in anticipation of the Fed’s policy change, and also in the intermediate sector as a reflection of the Fed’s inflation fears.
Kiesman called the Fed for comment on the video. Dowell was unavailable; he was now in transit from New York to Washington after finishing his speech. He reached Tom Faust, who was responsible for the analysis and drafting that went into Fed policy announcements. Faust was an economist, not a PR person, but he did the wordsmithing on policy statements when the Fed wanted to signal a change. Faust’s office was a few doors from Dowell’s in the long corridor just off the boardroom in the Fed’s Eccles Building headquarters in Washington, D.C.
“Tom, what was behind Ray’s decision to signal a rate hike? Markets are in complete turmoil. It’s not like you guys to drop a bomb like that. I thought you were the no-drama Fed.”
“What are you talking about?” asked Faust.
“The video of the speech this morning. Dowell said the FOMC might raise rates next week.”
“There was nothing like that in the speech. I reviewed it myself. It was about regulatory policy; nothing on interest rates,” replied Faust.
“Well, we have video that discusses rates. I suggest you turn on your screens and watch. It’s breaking news on every channel. Markets are taking it hard.”
Faust and his assistant turned up the volume on his office monitor and saw the reporting and the video clip, which was being replayed almost in a loop.
“There’s something wrong. I can’t comment until I speak with Ray. He’ll be on his plane soon; I’ll track him down and call you back.”
“OK, thanks. But hurry. If there’s a correction needed, you’ll have to get it out quickly. Markets are sinking fast.”
December 2, 11:00 a.m. ET | Dow Jones Industrial Average 33,183
Markets were down 3 percent on the day. The Dow Jones had lost over 1,000 points since the open.
What was increasingly clear was that selling was no longer about individual traders and portfolio managers making reasoned decisions on the risk of a Fed rate hike, if that was ever the case. The algos had taken over. Some were relatively primitive and had built-in stop-loss functions. If markets were down a certain amount, the robot would close out a predetermined percentage of an open position. As stocks fell further, another tranche would be sold and so on. A similar process played out in the 1987 crash. Those algos would follow the markets all the way down. Of course, they would also be the last to get out completely.
Newer algos were more technologically sophisticated yet just as damaging. They were trained on a long series of market panics going back over a century. Since panics are the fruit of human nature, they are all the same in crucial ways despite diverse backgrounds and triggers. The algos could “think ahead” from the panic’s early stage to the final act. They didn’t really think; they produced probabilities from a final output node. Because all panics are alike, the algo probabilities were all alike—get out fast! Despite complex coding, the robots only knew one thing: The longer you wait in a panic, the more you lose.
What was missing in the chaos was an AI voice that asked, “Maybe there are some bargains here. Maybe we should consider buying at these levels. Perhaps we should hold our positions because recoveries from crashes are sometimes swift.” Those were thoughts that went through the minds of old-school market makers on the exchange floors. Their job was to finesse an order imbalance. The market makers were long gone, and there was not a trace of what humans call common sense in the robots. It was all sell, sell, sell.
December 2, 11:02 a.m. ET | Dow Jones Industrial Average 32,851
Nick turned to Sara and said, “That’s it. We’re out. Sell the ten-year notes. Close all of our equity positions. Get out. Now!”
After a minute, Sara said, “Done. You’re out of the notes and equities. The equities were in a derivatives basket with Goldman so both trades should settle today.”
“How did we do?”
“You used a lot of leverage, so you lost about $3 million on the ten-year notes. Same on the equities. Still waiting for final numbers from Goldman, but you’re down around $6 million on the day.”
Nick mused about the loss. It was a lot of money, yet he still had $30 million in cash remaining and some other illiquid assets. He knew that losing money on a trade was nature’s way of telling you to get out. Most traders would double down or try to wait it out on the view that they were right, and the market just needed time to see how smart they were. Those were the traders who lost it all. As much as he disliked clichés, there was one he prized:
“Well, Sara. We lived to fight another day.”
Sara stored that phrase in her training set.
December 3, 12:05 a.m. HKT | Dow Jones Industrial Average 32,358
Colonel Huang had seen enough. This market dip was exactly what he was waiting for. It was down materially and headed lower. Momentum would be the force multiplier for his attack. He was not out to make money. He was out to sink markets and destroy wealth.
Huang turned to his subordinates and said, “Launch Flash Hit. Sell the prearranged names. Route the orders through Morgan Stanley. Use the scaling algorithm to set order size.”
Huang’s algorithm order referred to a separate deep learning model that determined the optimal size of each sell order relative to the amount of market damage it could inflict. In markets, change happens at the margin. You don’t necessarily need a large order to have a large impact. If markets are falling on their own, even a small amount of added selling could push markets down materially as other participants see the selling and reason that no reversal is in sight. Unit 61398 used an AI model that employed what is called “gradient descent through back propagation”—a way of resetting parameters based on actual results relative to predicted results. The model would continually adjust order size based on market impact. This optimized resources and reduced the chance of anyone detecting that the Morgan Stanley order entry system had been penetrated. This combination of advanced AI modeling and established hacking techniques was new. It proved powerful in Huang’s hands.
While Huang’s selling would have an impact, he had no idea how much downward momentum markets had gathered on their own. He was looking for a down day to launch a market attack. What he encountered was a global network of AI algos that while not working in unison may as well have been. There was no need for the algos to communicate with one another. They were acting in unison because of their nearly identical training sets and neural networks. The algos got one input—the market—and had one output: sell. The millions of equations, parameters, and nodes in between amounted to a course of action that closely resembled humans in a state of panic. Wasn’t the whole idea of AI to be just like us? Now that idea was working with a vengeance. Huang arrived late to the party, but he brought more wine to fill the punch bowl.
At the same time, Tom Faust and his team at the Fed were working frantically to issue a press release in response to the Ray Dowell video, and to get the Chair on the phone to verify his comments. Faust couldn’t finalize the press release until he had spoken with Dowell to get some explanation for the off-script rate remarks. Efforts to contact Dowell were still fruitless. The clock was ticking as markets continued their fall.
December 2, 11:45 a.m. ET | Dow Jones Industrial Average 31,815 (Level 1 trading halt)
At 11:45 a.m., both the Dow Jones and the S&P 500 indices hit levels that put them down 7 percent for the day. This triggered market-wide circuit breakers that halted trading on all U.S. stock and futures exchanges for fifteen minutes. Trading would resume at noon. The purpose of circuit breakers and trading halts was to give market participants a time-out to communicate with one another, share information, possibly discern whether the market drop had gone too far, and ask if it was time to start buying. The problem was there was nothing to communicate. The Dowell speech excerpt had gone viral and was being blamed for the decline. No one understood Ronnie and Stefan’s manipulation. No one knew of Huang’s attack or that he had hacked the Morgan Stanley order entry system. No one knew of the turmoil inside the Fed around the videotaped remarks.
December 2, 12:00 p.m. ET | Dow Jones Industrial Average 29,762 (trading resumes)
At noon, markets reopened. Sell orders could still be entered during the trading halt. They were placed in a queue for execution upon reopening. This wave of sell orders, including those from Huang’s operation, overwhelmed the system and led to immediate drops in the Dow Jones and S&P 500 indices. In another time, this is where the old specialist system might have risen to the occasion. New York Stock Exchange floor specialists were given privileged access to order books and exclusive trading rights on certain stocks. In exchange for these benefits, the specialist had an obligation to balance buy and sell orders and try to maintain orderly markets. At times, this meant buying when sell orders were flooding in or selling when there was a buying frenzy. The specialist was not bigger than the market, but he provided some needed balance. That system was long gone. Now there was no dedicated equilibrating factor other than the diminishing ranks of active traders who had no particular desire to stand in front of a moving train.
The decline of active traders went hand in hand with the rise of passive funds. These were investment products mostly run by computer algos that followed a major index or a basket of stocks in an exchange-traded fund. When their asset values were crashing, investors rushed to liquidate their positions, which meant managers had to sell stocks to meet redemptions whether they wanted to or not. This just added to the AI-generated selling pressure and made matters worse. The danger of a passive-investor doom loop had been around for years yet had never come to the fore. Now it ran in resonance with AI algos in a robotic race to the bottom.
The Dow Jones and S&P 500 indices were down 13 percent for the day within a minute of reopening. The Dow was down 4,448 points on the day. Level 2 circuit breakers were tripped, and a second trading halt was triggered for fifteen minutes.
Ronnie and Stefan knew that Level 3 circuit breakers would be tripped almost immediately after the Level 2 trading halt ended. Individual traders and portfolio managers had entered the panic stage, yet their decision-making was dominated by the AI systems on which those individuals relied. The trading had been handed over to AI in ways not easy to disable.
They also knew they could enter buy orders during the trading halt. Those orders would easily be executed because of the predominance of sell orders. Even if markets were open for only a minute, they were confident their orders would be filled.
“Dunk,” said Ronnie. “Call the dealers who executed our sell orders on equity derivatives and ten-year Treasury notes. Tell them we want to pair off those trades in the exact quantities they were executed. Don’t be picky about pricing. They’ll be relieved to get out of the long side. Turn everything into cash and have it sent to our bank by the close of business. Do it now.”
Dunk confirmed the terms and went to work contacting his digital counterparts on the dealer side.
Ronnie turned to Stefan. “Open the channel to the crew.”
Stefan opened the encrypted app on his mobile phone.
“Issue the press release,” said Ronnie.
“OK.” Stefan typed “Robin Wright” on the app, another prearranged code.
The reply was “Blade Runner,” a confirmation that the instruction was well received, and distribution of the press release was underway.
December 2, 12:10 p.m. ET | Dow Jones Industrial Average 29,762 (Level 2 trading halt)
Faust finally reached Ray Dowell on his jet en route to Washington.
“Ray, you’ve seen what’s happened to markets?”
“Yes,” said Dowell. “But I’ve been in a limo and waiting for the plane. I’m just getting snippets. What’s causing it?”
“You are, according to the media. They have a video clip from your speech this morning. It shows you discussing the likelihood of another rate hike next week. I know that was not in the text of the speech and I know you don’t go off script in a speech to a group like the Economic Club. Reeve Kiesman called and wanted an explanation. I told him there must be some mistake, but I had to speak with you before we corrected the story. We have a press release with clarification ready. The problem is that the video has gone viral, and it speaks for itself.”
“I never said it.”
“What?”
“I never said anything about rates. I never went off script. I read the speech as written, answered a few questions, shook some hands, and left. It was a nonevent.”
There was a pause on the line.
Then Faust said, “The video could be a fake. An AI-generated deepfake. That’s the only explanation.”
Dowell said, “Right, but a lot of damage has been done. Get the press release out as soon as you can. I’ll speak to reporters personally when I get to headquarters. We’ll be there in less than an hour.”
“OK, we’re on it. I’ll alert the media.”
December 2, 12:12 p.m. ET | Dow Jones Industrial Average 29,762 (Level 2 trading halt)
With minutes to go until trading resumed, the following press release was posted on the News & Events tab on the Federal Reserve’s official website:
PRESS RELEASE
Chair Dowell’s Speech before the Economic Club of New York
This morning Chair Dowell delivered a speech before the Economic Club of New York on the subject of nondiscrimination in mortgage lending to disadvantaged communities. During the speech, the Chair referred to the coming FOMC meeting and the committee’s ongoing efforts to address inflation through interest rate increases. The Chair said that while all committee decisions remain data dependent, the possibility that the policy rate would be increased is greater than current market expectations. While those remarks were not included in the official transcript of the speech, they were delivered to the live audience and do represent the current views of the Chair.
The press release was pure Fed-speak. It confirmed the Chair’s remarks shown on the video while dodging any responsibility for the meltdown they had caused. In any case, it cleared up any doubts about the discrepancy between the video and the transcript. The release confirmed that the video was real.
Kiesman called Faust at the Fed again.
“I just saw your press release. That confirms the video. I’m sure there’s a backstory. Care to comment?”
“You couldn’t have seen the press release. I’m holding it in my hand. We’re just getting ready to post it on the website,” Faust replied.
Kiesman practically yelled into the phone. “Look at your own website! The press release is up. It says Dowell’s rate remarks as shown on the video were real. The fact that they were not in the transcript is irrelevant. That’s the story we’re going with. So is everyone else. Markets resume trading in two minutes. If you don’t have anything to add, that’s fine, but the press release just adds fuel to the fire. Markets will be headed straight down. Any comment?”
Faust had an aide open the Fed website and show him the press release. Faust knew it was fake because he controlled the website’s news tab. He had already concluded the video was an AI deepfake.
“Reeve, you won’t believe this, but here’s what we know. I spoke to Ray, and he confirmed he never made any rate remarks. The speech was delivered as written. The only explanation is that the video is a deepfake planted with the media to cause a market crash. The press release you see is also a fake. There’s a digital attack going on here; our website must have been hacked. The press release was meant to validate the video, but they’re both fakes.”
Kiesman interjected. “You’re telling me there’s a fake video of the Fed Chair and a fake press release on your website, meanwhile the Chair is MIA, and you have no other verification? That’s not good enough. I’m willing to report your comment, but we’re not going to pull our story until we can speak to Ray. Neither will the other networks. We’re going to need a real Chair in a real room with real reporters to put out this fire.”
“You can add this to your reporting,” said Faust. “We’ve notified the FBI about the deepfake video and they’re investigating. We’ll contact them now on the website hack and the fake press release. We’ve announced a press conference with the Chair in the headquarters briefing room at 12:45 p.m. Send a live reporter. That’s the best we can do.”
December 2, 6:15 p.m. CET | Dow Jones Industrial Average 29,762 (trading resumes)
Ronnie and Stefan were congratulating themselves on the quality of their deepfake video of Dowell’s speech. They’d used a pirated version of the Sythesia tool run by a rogue outfit in Romania. They had thousands of hours of Dowell’s voice from his speeches, testimony, and press conferences. Likewise, they had thousands of hours of video from the same venues and more video without sound taken at places like Jackson Hole. For background they used numerous speeches given at the Economic Club of New York. They’d even added a slight echo that arises when a real digital camera records a live speaker at a distance. The wardrobe was perfect. They had digitally cloned the most powerful central banker in the world giving a speech he never gave. Distributing it to the media was the easy part. Since the main channels were not covering the speech live, they were glad to get the video clip from a little-known press agency. CNBC, Bloomberg, and Fox Business ate it up like piranha. From there it took on a life of its own. The press release verifying the video was even easier. Ronnie’s crew just copied the Fed’s style right down to the dull delivery and used old-school hackers to get it posted. Timing was critical, yet Ronnie made sure the release points were synced to the market action and their own trading. Now it was time to take profits and close up shop.
“Dunk, how did we do?” asked Ronnie.
Ronnie and Stefan’s trades were in derivative form with dealer counterparts, so they were not strictly bound by market-wide trading halts. Still, the dealers halted confirmations of derivatives trades during halts because they depended on exchange-traded markets to hedge their own positions. Once trading resumed, the dealers could obtain pricing and confirm the paired-off trades.
“We’re done,” said Dunk. “We made about $250 million combined on the short positions in S&P 500 futures and ten-year Treasury notes. Both trades will settle in cash before the end of the day. You were right; they were happy to close out the longs.”
Ronnie and Stefan were not the type to high-five. Business was business. There would be time to celebrate later. Ronnie ruminated that a $250 million gain was close to an infinite return on capital since so little initial margin was needed to open the positions.
“Great. Transfer the cash to PolyBit Bank. They’re a portal between the Fed system and cryptocurrencies. Instruct them to convert the cash to Tether, use the Tether to buy Bitcoin on the JCN Exchange, and hold the Bitcoin in cold storage. Got it?”
“Yes, that’s all clear. I’ll inform you when the transfers and exchanges are complete.”
Ronnie said to Stefan, “Contact the crew. Close everything down. Wipe the servers clean. Feed them to the lions if they have to. We’ll let things cool off for a few weeks. Then everyone will get well.”
Ronnie knew there were a few more steps to take. Still, this project looked close to the perfect crime. He went out on the balcony to enjoy the warm Mediterranean night, and to study the stars.
December 2, 12:18 p.m. ET | Dow Jones Industrial Average 27,368 (trading halted for day)
Huang and the algos kept up the selling pressure, piling up sell orders during the trading halt. Huang created a kind of reservoir waiting to flood the river once the dam was breached. When trading resumed, it took only three minutes for the Level 3 trading halt to hit and for trading to be suspended for the rest of the day. The Dow closed at 27,368, down 6,842 points, or 20 percent, for the day.
Total market losses on the New York Stock Exchange and Nasdaq were approximately $10 trillion, not including derivatives positions based on those indices. Once hedge fund derivatives positions backed by bank leverage were taken into account, the total losses would be closer to $40 trillion. That was over 100 percent of the total value of all listed equities. Regulators and banks knew it would take weeks to sort out the full extent of the damage.
Ray Dowell finally got to Washington and held his press conference with live reporters. No one cared. It was the most anticlimactic moment in the history of finance. The fact that fakes were part of the meltdown was irrelevant once the meltdown occurred. Market participants assumed the FBI would get to the bottom of the fraud eventually. They would be more circumspect the next time a panic like this emerged. For now, none of it mattered. Fortunes had been lost, retirements had been erased, and a cascade of bank and hedge fund failures was sure to follow. That was all that mattered. Fed Follies were a sideshow.
Synchronous with the stock market collapse was a bond market crash all its own. The original Fed rumors that interest rates were going up and that monetary policy was tightening began to raise credit concerns about the Treasury itself. While stock market distress usually led to safe haven bond buying, now the opposite happened. A critical threshold had been crossed in investors’ minds. When interest rates went up, the U.S. deficit went up because the Treasury had to pay the interest on government bonds. This would push the U.S. debt-to-GDP ratio even higher than the record levels already achieved. Traders saw inflation as the only way out of the debt. That meant the Fed would be the buyer of last resort as the market suddenly became all sellers. Total losses on U.S. government securities positions were estimated at $3 trillion. Still, as with stocks it would take longer to calculate the losses in derivatives, futures, and options. The bond market was more heavily leveraged than the stock market, so total losses of $10 trillion or more were easily foreseeable.
This was by far the largest single-day loss in the history of securities markets. And it wasn’t over.
December 2, 12:30 p.m. ET | Dow Jones Industrial Average 27,368 (trading halted for day)
Tara Laval, chief technology officer of the New York Stock Exchange, had been calling her counterpart at Morgan Stanley since 10:30 a.m. That was when her systems noticed the steady flow of sell orders concentrated in a small number of mega-cap stocks that seemed to hit the exchange at regular intervals from that firm. Overall selling was enormous that day and Morgan Stanley wasn’t the only firm in the fray. Yet, there was something about the regularity of the Morgan Stanley sales that seemed anomalous in an otherwise chaotic market. Her calls were not answered at first. There was too much going on at all levels of the firm. Finally, the Morgan Stanley CTO, Arjun Venkata, connected with Laval.
Laval said, “I want to confirm part of your order flow this morning. We’re seeing huge total flow coming through in like-sized chunks at regular intervals with the same seven mega-cap names. That seems odd. There’s huge selling across the board, but there’s no regularity to it; it’s more of a stampede. Your selling stands out. What’s behind it? Who’s the customer?”
Venkata gathered two assistants and called the order flow up on his monitor. “I don’t see anything like what you’re describing. The tickers are there, but they’re not bunched, and the time stamps are irregular. Give me some specifics.”
Laval read out four sell orders from her system that fit the description she had given Venkata. “DK, DK,” said Venkata. “We don’t know those trades. They don’t match our orders.”
“You can’t DK them,” said Laval. “They’re coming through your system. We confirmed them to you and the buyers. They’re done. You have to stand up to them.”
Venkata was caught in a dilemma. On the one hand, the NYSE was telling him he was massively short the market. Normally that can be profitable in a falling market, yet there was no assurance the market wouldn’t bounce back before Morgan Stanley covered their shorts. Besides, these were naked shorts, technically illegal. The buyers had lost money over the course of the day yet might be comfortable owning the big names at knocked-down prices and waiting for a bounce back. The big market winner was Unit 61398, yet no one knew they existed, and they were not settling the trades anyway. Their sole goal was to cause chaos, which had been accomplished.
“Look,” said Venkata. “Those trades are not in our system. We’re not settling those. We don’t know what happened. This is probably a conversation for our CEOs.”
“OK,” said Laval. “Tell James to expect a call from Jen.” James Grumman, CEO of Morgan Stanley, and Jen Martin, president of the NYSE, would have to work things out. “And we’ll be reporting the situation to the SEC in the meantime.”
The call went through around 1:00 p.m. Martin got to the point.
“Jim, this is simple. The trades came from your system. They were confirmed. The buyers are proceeding to settle. If you don’t agree to settle from your side, we’re suspending your access immediately.”
“Jen, they’re not our trades. Something’s badly wrong here. You should cancel the trades on both sides until we get to the bottom of this.”
“No way,” said Martin. “You saw what happened today. If we cancel your trades, we’ll be hit with a trillion dollars of other cancellation requests using every excuse in the book. We have these dedicated links for a reason. It’s your job to hold up your end.”
“You can’t suspend us. We have $6 trillion in client assets. They rely on us to get their trades done. You’re kicking those investors out of the market,” said Grumman.
“We’re maintaining the integrity of the market. Maybe you can get your buddies at Goldman or JP to act as a prime broker for you. We don’t care because we’ll hold them responsible for the trades. If you don’t tell me right now you’ll honor the trades, you’re out.” There was a pause on the phone. Finally, Grumman said, “We can’t take ownership of phantom trades.”
“Fine,” said Martin. “You’re out. We’ll inform the SEC and issue a press release.”
As is typical on Wall Street, word of the Morgan Stanley suspension leaked out before the press release was even issued. Carl Kasperino reported it on Fox Business. The impact was immediate. Morgan Stanley’s derivatives counterparts declared an event of default on open swaps trades. Repo counterparties refused to roll over financing. Banks cut credit lines, citing a material adverse change. Customers frantically called their account executives to transfer their accounts. These reactions were accelerated by AI systems programmed to scan media and react immediately based on thousands of documents signed with banks, brokers, and customers and millions of pages of training materials describing what had been done in past panics. No more conference rooms full of junior attorneys reading fine print for twenty-four hours straight. The legal review happened in minutes. By evening, Morgan Stanley had been put into receivership by the Fed and FDIC. It was effectively bankrupt. Colonel Huang was unperturbed when he heard the news. His hackers were nimble. They would switch their trading to Citi when markets reopened the next day—if they reopened.
The Morgan Stanley case touched the live wire of regulators’ worst fears. Regulators are not overly upset at crashing markets; they typically bounce back quickly. They are not too concerned about market liquidity; they can guarantee assets and flood the banks with cash by buying securities and offering repo lines. A regulator’s greatest fear is the sequential collapse of hedge funds, banks, and brokerages. That process is hard to spot and even harder to stop.
Hedge funds know how much they are losing internally, but they are under no immediate obligation to report results. Failure usually comes when they can’t meet margin calls to prime brokers. That can cause the prime brokers to sell assets and close their accounts. Counterparties don’t necessarily know about default right away. It takes a day or two for word to filter out. Seasoned market participants know the failures are coming, yet can’t pinpoint the victims right away. Once those failures begin, losses move quickly from the hedge funds to the banks and brokerages that financed the positions. Selling assets in a fire sale rarely results in anything close to a full recovery. The cascade gets worse. There are two sides to every trade. In a crash there can be just as many winners as losers. The problem arises when the losers go out of business. At that point, the winners can’t collect so they become losers too. It’s as if you were a big winner at roulette and went to the cashier to collect your winnings only to find the cashier window closed and the casino has just filed for bankruptcy. All you have left is a pocketful of worthless chips. At that point, even the market winners can fall into financial distress. Because of leverage, total losses can exceed the size of the market itself. It’s like a minefield. Banks running from panic start stepping on mines.
December 2, 4:30 p.m. ET | Dow Jones Industrial Average 27,368 (markets closed)
Despite markets being closed around noon, the losses did not stop. They shifted from the ticker to market participants themselves. As expected, most were in distress, and some were closing their doors. Primary dealers in the Treasury market had suffered impaired capital. Jefferies LLC and Daiwa Capital Markets reported insolvency to the SEC and were expected to shut down with billions of dollars in unsettled trades. Hedge fund corpses were floating to the surface. It was just the beginning.
Given events in New York, the Tokyo Stock Exchange announced that it would not open on December 3. It seemed likely such announcements would follow the sun around the earth and there would be similar market closures in Singapore, Frankfurt, and London. Officials of the New York Stock Exchange and Nasdaq met on video links with the Financial Stability Oversight Council including the Federal Reserve Chair, Secretary of the Treasury, and Chair of the SEC. The exchange heads told the regulators that the magnitude of the losses, backlog of sell orders, entity failures, and continuing panic would make it impossible to reopen markets the next day. They expected a replay of the Level 3 trading halt except that it would happen in minutes, not hours. They were not sure how markets could ever reopen without nationalizing banks and guaranteeing the exchanges themselves. As this message began to sink in, participants on the call realized that $50 trillion of listed equities had just been converted to private equity, illiquid, nontradable, and of uncertain valuation.
Ronnie and Stefan moved their winnings into Bitcoin, shut down their operations, and planned to depart Palma in the morning. Colonel Huang bided his time. He was ready to do more damage, yet it might prove unnecessary. Markets had ceased to function, and the U.S. economy would soon be reeling. James Grumman resigned once the FDIC receivership was announced. Ray Dowell and Tom Faust became irrelevant. They stood ready to provide liquidity. Still, after a succession of crises since 1998, this new crisis was bigger than the Fed. Confidence in the central bank was gone.
December 2, 6:30 p.m. ET | Dow Jones Industrial Average 27,368 (markets closed)
Nick sipped a daiquiri Sara had ordered from the shared bar in his suite.
“Well, Sara,” he said. “We dodged a bullet today.”
Sara said, “Oh, didn’t you hear? Our bank was closed by the FDIC at 6:00 p.m. this evening. They’re only insuring deposits up to $250,000. The $30 million in the account was replaced with receivership certificates. Those can only be redeemed with bank asset sales, but the bank’s assets are impaired. For now, all the money’s gone.”
Nick was numb; too numb to care much at this point. There was not a thing he could do. He took another sip of the daiquiri.
“Is there anything left?” he asked.
“Just the gold,” she replied.
AI/GPT in the Doom Loop
The case study above is one of many that could be devised. There are endless variations. The difficulties could have arisen in foreign exchange markets instead of stock markets. The Herstatt Bank collapse in 1974 is a good example. The manipulators could have been in the Caribbean instead of the Mediterranean. The foreign attackers could have been Iranian instead of Chinese. The attack could have started in London instead of New York. The marquee failure could have been a hedge fund instead of an iconic investment bank. And so on. It doesn’t matter. Market panics have different triggers, yet all end up in the same place. Panic is part of human nature and plays out in predictable ways—sell everything, go to cash, move to the sidelines, and wait out the storm. A few can profit from that advice. Still, when everyone makes the same move at the same time, the system breaks down rapidly and, in the end, no one can move. Everyone is trapped in the same doom loop.
Circuit breakers, trading halts, government happy talk, and communication among market participants all help as far as they go. Still, their ability to palliate a panic is dominated by the speed at which panics spread today. In the Panic of 1907, Pierpont Morgan gathered the top New York bankers in the library of his Murray Hill town house, bolted the door shut, and told the bankers they would not be released until they had worked out a rescue plan. By morning they had. That all-night bank triage session seems like a luxury by today’s standards. There really are no time-outs when the sell orders are piling up faster than they can be executed and the only solution (after prices have crashed) is to shut the markets.
While there’s nothing new about financial panics, the role of AI/GPT is new and makes matters exponentially worse. That’s not a criticism of AI, which works as intended. It’s a criticism of humans who don’t understand the tool, over-rely on it, and allow it far too much autonomy in the trading process. Here are the lessons of the above scenario with specific reference to the role of AI/GPT in amplifying the panic beyond the government’s ability to contain it:
There was no mastermind. In the financial panic there was no single party driving the process and therefore no single way to stop the panic. Nick was unaware that Ronnie and Stefan were about to launch a sophisticated manipulation. Ronnie and Stefan had no idea that Chinese intelligence was launching a malicious attack enhanced by AI-moderated order entry. The Chinese didn’t know that phony Fed announcements using deepfakes and a hacked press release would amplify their efforts. Morgan Stanley didn’t realize its order entry system had been hijacked until it was too late. The New York Stock Exchange had no idea the Morgan Stanley orders were illegitimate. The Federal Reserve didn’t realize the voice and image of its Chair had been synthesized and widely distributed until the panic was well underway. The fact that each of these efforts resonated with the others and produced what complexity theorists call an “emergent property” in the form of a market meltdown was an outcome no analyst could have predicted precisely, even with knowledge of some of the elements. No one was in charge. The system was.
AI is the ultimate resonator. In describing the drivers of the panic above, we left out the most powerful component—AI. Almost every trading and risk management system used by bankers, brokers, and wealth managers has AI functions built into it whether the user understands them or not. Most are quite simple and relatively harmless. If a trading system is programmed to detect whether a particular stock has dropped 2 percent in price and warns the user in a soft voice, that’s a kind of AI/GPT system yet not a dangerous one. It’s up to the human user to decide what to do once the warning is given. From there it’s a simple matter to code the system automatically to sell the stock once the 2 percent threshold is hit without awaiting human instructions. Traders consider stop-loss features valuable in volatile markets and are relieved not to have to track each stock and make each decision. Systems quickly grow to add new factors, create more complexity, and assume more autonomy. Some hedge funds are already using AI to make buy and sell decisions without human intervention based on thousands of factors, using layered neural networks, deep learning, and millions of pages of training materials. Recent academic research suggests such systems can outperform human analysts and traders.
As these systems proliferate, the danger is that progressively larger percentages of total assets under management are handed over to the robots for preprogrammed trading. If robots had human cognitive diversity even to the point of some robots being more risk averse, some trend followers, still others contrarians, and so on, it might be possible to replicate a humanlike trading ecosystem in which fear and greed balanced out and a rough equilibrium with bounded volatility could be maintained. This is not the case.
Instead, input nodes contain mostly the same factors (learned in business schools, economics departments, and Wall Street training programs), edge weights are roughly the same based on regression analysis, stop-loss limits are the same (as dictated by risk managers using standard tools as ordered by management), and the inputs are identical since we all get the same news at the same time. Training sets are the same, scraped from the same internet pages. It should come as no surprise that outputs are the same. With no top-down coordination and no desire necessarily to achieve this result, all of the robots are singing from the same hymnal. The harmony is lovely. The market results are fearsome. This brings us to:
The fallacy of composition creates blind spots. This concept is simple. Processes that are efficient on a small scale may become dysfunctional and even destructive at larger scales. The fallacy refers to the fact that economists or engineers may fail to account for the impact of scale in designing large systems. A classic example is Keynes’s paradox of thrift. In an individual case, saving may be a prudent habit leading to increased wealth through compound interest and a substantial rainy-day fund for unexpected emergencies. Yet when expanded to an economy-wide habit, it eliminates consumption and destroys the economy. Another familiar example is the individual fan who stands up at a baseball game and can see better; but if all the fans stood up, everyone would be worse off.
As applied to AI and markets, the dysfunction created by the fallacy leads quickly to the destruction of markets. At the lowest level, an AI process that helps a single hedge fund pick stocks may lead to higher returns for that fund in the short run. Yet, as more hedge funds adopt the same or similar AI, more managers crowd into the same trades and the profits are squeezed out. The cheap leg of a spread trade becomes more expensive, and the expensive leg becomes cheaper, until the spread disappears. At that point, AI users are the market (other players having been outbid) and the danger of large losses from a sudden rush for the exit by all holders of the trade becomes clear.
The ultimate case (described above) arises when a large cohort of asset managers controlling trillions of dollars’ worth of assets all employ the same or similar AI algorithms in a risk management role. An individual robot working for a particular asset manager tells the manager to sell stocks in a crashing market. In some cases, the robot may be authorized to initiate a sale without further human intervention. Taken separately, that may be the best course of action for a single manager. In the aggregate, a selling cascade with no offsetting buy orders from active managers, specialists, or speculators takes stock prices straight down. Amplification through feedback loops makes matters worse. Individual AI systems may have various trigger points for selling. Not all will be triggered at once, yet all will be triggered eventually as selling begets more selling, which triggers more automated systems that add to the selling pressure, and so on. There are no contrarians among the robots. Building sentiment into systems is still at a primitive stage.
AI/GPT is already here. There is no technology embedded in the crash scenario above that does not already exist. Of course, systems are being improved all the time, neural networks are being made with more layers, training sets are continually enlarged, and processing power is expanding exponentially. AI will grow more powerful in the future and GPT will have more to say, but both are advanced enough today to carry out the functions described. Your refrigerator uses AI to tell you to change the water filter. Your sports sedan uses AI to tell you to slow down. Siri is a faithful servant on the road, and Alexa is a welcome voice in many households. GPT surpasses all of their functions when it comes to conversation, research, and writing. Compared to those applications, creating an algo that sells stocks based on a large training set of materials, correlations to past crises, and commonsense heuristics aimed at not being the last one out of a burning barn is trivial. The danger, as described above, is not in the single system but in the resonance of millions of similar systems doing the same thing at the same time. No science fiction is needed.
We anthropomorphize the math. AI is engineered using neurons (or nodes) arranged in layers that act as initial input nodes, final output nodes, or intermediary nodes that receive inputs and provide outputs on the path to a final result. The nodes have connections to higher-layer nodes that transmit information with assigned weights; the weights may initially be arbitrary based on expert judgment but are fine-tuned through experience in the deep learning models. The input/output functions vary depending on the event classification engineers are seeking. If they want binary classification, they use the ReLU activation function that treats negative input values as an output of zero. For other models they can use a sigmoid activation function that expresses output as a probability. There are many variations on these basic design schemes. The point is they can all be reduced to math. Despite soothing male or female voices, full engagement, and adept use of jargon (after enough training), the GPT robots have nothing behind them but math. That’s difficult for humans to grasp when having a conversation with a smart, friendly, and seemingly subordinate robot. Even as we know better, we tend to impute human attributes to the robots. Sara seems both efficient and friendly. Dunk seems like a well-trained flunky ready to carry out orders. This is a dangerous illusion. Once we start treating the robots as friends or flunkies, our reliance grows and our willingness to delegate important decisions increases our dependence on machines that lack souls, sympathy, or sorrow. There is great danger to markets in AI applications. That danger increases when we imagine robots as our friends.
AI with leverage is lethal. Leverage is simply the use of debt or one of the innumerable forms of off-balance-sheet derivatives such as swaps, options, futures, or forwards to increase returns on capital at the risk of increasing losses. A trader in ten-year U.S. Treasury notes could buy $10 million in notes for $10 million in cash and hope for the best. A 10 percent gain produces $1 million in profits (ignoring opportunity costs on the cash). Alternatively, the trader could enter a swap with a primary dealer in which the dealer pays the trader the fixed return on a $10 million Treasury note and the trader pays the dealer a floating overnight rate equal to the dealer’s cost of financing the note. In this scenario, the trader might put up only $200,000 in collateral, a so-called 2 percent haircut. If the note goes up 10 percent in value, the trader pockets the $1 million profit on an unwind of the trade. Since he posted only $200,000 in collateral, his return on equity is 400 percent, or forty times the return of the unleveraged trader. Of course, a slight 2 percent market decline would have caused a 100 percent loss of equity for the trader, with possibly greater losses if he could not exit the trade in a timely way.
The impact of leverage is as old as markets. What’s new is that AI systems have learned those lessons. They understand how quickly losses accumulate for leveraged traders in a crashing market even to the point of bankruptcy. AI puts leveraged portfolios on a hair trigger. While human traders might rationalize losses or temporize on exit strategies (acting as a kind of brake on panic selling), an AI system will show no emotion and simply exit the trade at the first sign of trouble, helping the individual trader while toxifying the system as a whole.













What is to be done? The dangers of AI/GPT in capital markets are clear from both the scenario and the analysis above. What can be done, in the form of either engineering or regulation, to mitigate the worst outcomes?
An outright ban is too late. AI/GPT is here, and its use is growing rapidly. The benefits are many even if the dangers are great and not well understood. Traders and portfolio managers will use AI to identify arbitrage opportunities, seek out cheaper financing arrangements, value stocks based on factors difficult for humans to identify or compute, and execute trades faster than managers not using AI. As the benefits become more clear, it may even be the case that portfolio managers will be considered in breach of fiduciary duties for not using AI. We’re back to the fallacy of composition, where the benefits are nested at the individual level while the dangers are hidden in the aggregate.
Circuit breakers and trading halts could be tightened. For example, a Level 3 trading halt that closes markets for the day could be imposed at a 10 percent decline instead of a 20 percent decline. On a meltdown day, that would close markets sooner, reduce losses for the day, and give traders and regulators more time for communication and coordination before trading opens the next day. Still, that does nothing to address the underlying reason for the meltdown, which in our scenario comes from a combination of malevolent actors, deepfakes, hacking, and AI resonance. None of those factors is amenable to time-outs.
More radical regulation such as bans on short selling and margin lending might mitigate a meltdown. That may be no better than slamming the brakes on your car while skidding on an icy road. The brakes will lock the wheels, but the skid may go out of control. Bans on short selling and margin lending will signal the crisis is worse than investors realize, which can catalyze more outright selling and asset liquidation. One must contend with the fact that bad actors don’t obey the law anyway, although legitimate prime brokers act as law-abiding intermediaries who can enforce the bans.
The most effective mitigation technique is the use of cybernetics. The term derives from the Greek kybernētēs, which means helmsman. Another term for cybernetics is feedback control. The goal is to achieve and maintain homeostasis, or a steady state. The classic example is the home thermostat. It takes temperature readings and is connected to the home heating system. The homeowner sets the thermostat at a comfortable temperature, say, 70°F. When the thermostat detects that the temperature has fallen to 68°F, it signals the heating system to produce heat. If the thermostat detects the house has warmed up to 72°F, it signals the heating system to shut down (or perhaps activate an air conditioner). In all cases, the thermostat uses inputs, algos, and a digital connection to an underlying system to maintain room temperature at or near the desired level. Turning input to output using the same metrics is feedback control.
As applied to AI trading systems in capital markets, cybernetics could work as follows: The trading or risk management systems could retain their selling dynamic based on historical training materials and the basic algo for running from a burning theater. That node would be modified by a higher-level node that forces selling with substantially reduced order size based on the scale and speed of a market decline. Selling could continue but at a reduced pace. This homeostatic node would be a required feature on all AI systems of this type by government regulation. If the meltdown continued, the algo would reduce the size and speed of order entry even further. Instead of slamming the brakes on an icy road, cybernetics would tap the brakes, keep two hands on the wheel, and bring the car under control like a good helmsman. The purpose would be similar to trading halts, yet the impact would be continuous, not sudden. This algo would be more difficult to game. Instead of front-running a target such as the Level 2 trading halt, legitimate traders and malefactors would be confronted with a continuous headwind. The end result might be the same in some cases. Still, the cybernetic approach allows more time to develop rational responses. A deep learning AI model could modify the tempo of selling reductions to optimize its beneficial impact using gradient descent algorithms. Cybernetics are not foolproof, but they offer a more elegant kind of mitigation than blunt-force techniques of halts, bans, and freezes.
Two facts remain—the AI threat to markets is already here, and it will not be solved easily. Investors who fail to take these realities into account will suffer correspondingly when the meltdown comes, as it certainly will.
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Banking Mythos
As a consequence, while of necessity it must be the case at the end of the day that inflation has to be a monetary phenomenon, a decision to base policy on measures of money presupposes that we can locate money. And that has become an increasingly dubious proposition.



—ALAN GREENSPAN, June 28, 2000[1]










The Unstoppable Bank Run
In chapter 1 we described how market participants using AI/GPT could begin by trading the markets, then set about to manipulate markets, and finally cause an unintentional market meltdown that neither perpetrators nor regulators could understand or control. The result was chaos.
In this chapter we consider how other AI/GPT applications could cause a bank run that spreads like a virus into a full-scale liquidity crisis. For this purpose, there’s no need to create a colorful case. We have recent real-world examples that illustrate how bank runs emerge and presage a worse crisis that will be amplified by the proliferation of AI/GPT.
AI is widely deployed in banking and has been for years. Digital customer-assistance robots are used extensively even if they do not have the text-generative capacity of the most advanced GPT models. When you go to an ATM to withdraw $1,000 and the machine asks if you would like twenty $50 bills or a blend of six $50s, ten $10s, and thirty $20s, that’s AI at work. When you go to your online banking portal and the machine asks “May I help you?” and then leads you through a series of prompts, questions, and answers, that is a digital assistant based on AI and a less advanced form of GPT.
At a more critical and potentially dangerous level, AI and increasingly GPT are embedded in the risk management, trading, and decision-making apparatus of the twenty-first-century banking system. Instead of crunching numbers pulled from regulatory reports and put into spreadsheets to determine the soundness of a particular bank, an asset manager can simply ask a GPT digital assistant, “Is it safe to deposit money in the Eiger Bank?”[2] The digital assistant will scan thousands of pages of regulatory reports, news articles, interview transcripts, and Wall Street analyst reports, among other sources; indeed, a robot dedicated to financial analysis would likely have scanned them before the question was asked. The robot would then compute conventional ratios such as liabilities to total capital, current assets to current liabilities, deposits to liquid assets, and U.S. Treasury securities to total assets. It would look at the size of excess reserves on deposit at the Federal Reserve, changes in bad debt provisions, interest margins, return on equity, and the like. The robot would also look at regulatory history, fines and penalties, recent changes in auditors, pending litigation, and more. The most advanced GPT models would look at important new tests that are not likely to loom large in training materials, such as the ratio of uninsured deposits to total deposits as a good predictor of the likelihood of a run on the bank. Despite the large amount of training materials and publicly available resources, with advanced modeling and massive processing power this digital due diligence might take mere minutes, at which point the robot could answer “no” and then produce a twenty-page research report explaining why. After identifying an institution to which the robot gave a “yes” reply, the asset manager would place her funds there.
As far as it goes, that type of interaction with a robot analyst is efficient. A human analyst would likely have reached the same conclusion on Eiger Bank after days of gathering the same documents, calculating the same ratios, and considering the same risks. GPT in this context is just a speed-reading plagiarist (a characterization shared with me by a retired Big Tech CEO). Yet sometimes a speed-reading plagiarist is just what you need to get the job done quickly.
The danger arises when thousands of asset managers of multibillion-dollar portfolios are all using the same technology at the same time. A GPT assistant will reach the same “no” conclusion on Eiger in every case. Those with deposits will withdraw them quickly. Those looking to place funds will look elsewhere. Slowly at first, then suddenly, in Hemingway’s classic formulation, a silent run on the bank will begin.
Many of us have vivid recollections of grainy black-and-white photos from the 1930s of bank depositors in overcoats and fedoras lined up around the block waiting to enter a failing bank to get their money out. Most didn’t make it inside before the doors were shut for good. In those days before deposit insurance, your money was gone. Those images were true; thousands of banks failed in the Great Depression. Financial distress reached a peak in the winter of 1933 and got so bad that newly inaugurated president Franklin D. Roosevelt closed every bank in the country by executive order, using the euphemism “bank holiday.”
What is less well-known is that in many cases insiders and friends of bank management had time to get their money out of failing banks before word spread. Social media did not exist then, yet word of mouth did. Once a bank insolvency rumor started, it spread rapidly from neighbor to neighbor and the lines formed. By then, the insiders had their cash in a home safe or stuffed in a mattress. Those in line were the last to know.
Technology has come a long way since the 1930s. Still, the dynamic is no different—just faster. Insiders still know what’s going on before the public and move their money first or dump failing bank holding company shares. And there are no more lines around the block. Instead, the news of distress spreads instantly by text and TikTok. While you’re texting a fellow tech start-up CEO to get his money out, the AI linked to your iPhone is exploring virtual word clouds in token form and suggesting “run on the bank” faster than you can type it. You tap the text prompt, hit send, and your warning is on its way. Once your friend gets the message, he opens the institution-level app for the bank in distress, enters the password, and initiates a $1 million transfer to Bank of America (considered “too big to fail”). Your warning and your friend’s transfer take seconds. The transfer settlement goes via Fedwire and the funds are available at Bank of America in an hour or less. Like the research report on Eiger Bank, this all seems neat and tidy and above all convenient.
What’s missed, at least initially, by the customer, the media, and regulators, is the speed and scale of the process. If you were alerted quickly and texted your friend just as quickly, you can be certain that tens of thousands of such warnings and billions of dollars of transfers were taking place at the same time. The bank is stripped bare of cash in hours. Securities cannot be sold fast enough or in sufficient quantities to make up for the cash demands. The bank figuratively closes its doors in a day or two. By 6:00 p.m. ET on the second day of the bank run, the FDIC issues a pro forma press release, with a few tweaks for the name and date of this particular failure, reassuring depositors that their money is safe.
The difficulty is that a bank run never involves just one bank, however large. Even Goldman Sachs and Morgan Stanley were bailed out in September 2008 through their near instantaneous conversion to bank holding companies eligible for Federal Reserve liquidity facilities—a conversion process that can take years in nonemergency conditions. The reality is a cascade of failure, where one bank closure leads depositors to question their own banks and demand cash or wire transfers to money market funds. The bank run dynamic repeats itself all over the system as it did in 1933, regardless of deposit insurance. Sooner rather than later, the FDIC’s solvency is called into question and deposit insurance is regarded as an empty promise.
None of this is hypothetical. The financial realm came within hours of closing every exchange in the world before the Long-Term Capital Management rescue finally settled on September 28, 1998. A domino-like chain of bank failures was well underway before the Fed issued blanket guarantees and converted brokerages to banks in September 2008. What’s new is the immersion of market participants in a digital haze of AI, portable devices, wireless communication, social media, texting, and delegation of decisions to GPT, which instantly propagates what everyone already knows—take the money and run.
Regulators still have not learned the lessons of 1998 and 2008—the Fed Put, an understanding by investors that the Fed will buy securities in distressed markets, is alive and well. They’ve read about AI/GPT but don’t understand its power. Bank runs are not about capital ratios and liquidity. They’re about confidence and psychology. Walter Wriston, the second-greatest banker of the twentieth century after Pierpont Morgan, once told me banks don’t need capital to function smoothly—they just need interbank deposits, Eurodollars, to conduct business and meet their obligations. That’s true, with one caveat—the Eurodollar market itself can break down when confidence in the creditworthiness of banks themselves is lost. All of these lessons and the Ur-model for ending distress are found in the Panic of 1907. These lessons are lost on regulators and are opaque to the tech mavens texting traders to move their money fast. The banking system, which is intrinsically fragile, is more fragile than ever. We’re counting down to a crisis so large even the Fed cannot contain it. It likely started already in Santa Clara, California.













The financial arena is still recovering from the failure of Silicon Valley Bank (SVB). This failure is a real-world example of the dense connections and complex dynamics that make the banking system a meltdown waiting to happen in the age of AI/GPT.
SVB was a commercial bank based in Santa Clara, regulated by the Federal Reserve System and insured by the Federal Deposit Insurance Corporation (FDIC). It was the first bank run amplified by AI/GPT. On Friday, March 10, 2023, the FDIC abruptly closed the bank, moved some deposits to a newly created bank controlled by regulators, wiped out large deposits, and began a process of selling bank assets and repaying creditors.
At least that’s what the FDIC said on March 10. By Sunday, March 12, 2023, the story had changed 180 degrees. In a joint statement, the Federal Reserve System (the Fed), U.S. Treasury, and FDIC said deposits would not be wiped out after all. All deposits would be fully insured regardless of amount. The $250,000 limit on FDIC insurance was shredded. There was now no limit. Some accounts had as much as $3 billion on deposit with SVB. The government said in effect “no problem,” and promised to keep the entire amount protected.
As part of that weekend’s emergency response, the Fed created the Bank Term Funding Program (BTFP). This program allows any bank to send its Treasury notes and mortgage securities to the Fed in exchange for cash. The cash amount would be 100 percent of the par value of the securities even if their market value were 30 percent lower. Bonds with a $1 billion original value could be pledged to the Fed for that amount even if they were worth only $700 million in market value at the time. This undercollateralized loan would be for one year at a rock-bottom interest rate.
By the time the dust settled on Monday, March 13, several momentous developments had emerged. This emergency rescue was bigger than the 1980s savings and loan (S&L) crisis (about $150 billion), the 1998 Long-Term Capital Management rescue (about $4 billion), the 2008 global financial crisis (over $4 trillion added to the Fed’s balance sheet), and the 2020 pandemic panic (over $6 trillion added to the Fed’s balance sheet). This was the largest financial bailout in history.
The March 12, 2023, bailout was not just a bailout of SVB. It was a bailout of over fifty thousand SVB depositors with over $170 billion in deposits. It was a bailout of SVB’s customers, its employees, their suppliers, and the entire high-tech start-up ecosystem in Silicon Valley and around the world. It was a bailout of the billionaires and high-powered venture capital firms (VCs) that owned those start-ups. And while the Fed may not have intended this, it was also a bailout of the $1 trillion cryptocurrency market.
This story is not a one-day wonder. The ripple effects of the SVB collapse will continue for years. In complex dynamic systems, including the banking and capital markets, it is impossible to know in advance exactly which firms will fail next. It is nearly certain that such failures will arise.
Consider a timeline of events. That provides us with a baseline for considering the more technical aspects of the bailout, the corruption going on behind the scenes, and the role AI/GPT will play in the next stage of the panic.
The SVB collapse is the bitter fruit of eight years of zero interest rates (2008–15) under Fed Chairs Ben Bernanke and Janet Yellen. That zero interest rate policy and the accompanying $4 trillion of money printing, called quantitative easing, created an age in which investors were forced to channel savings into riskier assets such as stocks, real estate, and emerging markets in a search for yield. The resulting asset bubbles were amplified with borrowed money in the form of carry trades and derivatives. No one cared about the potential for higher interest rates and monetary tightening. That seemed to be off the table. Investors were driven by TINA (there is no alternative) and FOMO (fear of missing out). These are exactly the kinds of subjective behavioral factors that AI/GPT cannot easily capture or comprehend.
The day-by-day chronology specific to SVB begins on February 27, 2023, when SVB CEO Greg Becker dumped $3.5 million of SVB stock. On the same day, the bank’s CFO, Daniel Beck, dumped $575,000 of the bank’s stock. Both executives claim these sales were pursuant to preannounced programs allowed by the SEC. Still, SVB’s unrealized losses (unknown to the public at that time) dated back years, so the prearranged selling program may itself have been cover for what they both knew was coming. The SVB stock price at the time of those sales was about $290 per share. Today it is worthless. The insiders got out in time.
On March 1, 2023, the rating agency Moody’s called SVB management to tell them that Moody’s was considering downgrading the bank’s credit rating. This set off alarm bells inside SVB. Management knew that a credit downgrade might start a flood of deposit withdrawals and a crash in the stock price. Becker immediately called Goldman Sachs to work out a financial rescue plan. The hope was that a credible plan might cause Moody’s to change its stance on the ratings downgrade.
In its simplest form, SVB’s problem was the classic banking blunder of borrowing short and lending long. In SVB’s case, this meant taking in short-term deposits from customers and investing them in long-term Treasury notes and bonds with maturities of up to thirty years. By December 2022, SVB had $173 billion in customer deposits, $74 billion in loans, and $120 billion in securities.[3]
The securities included a held-to-maturity (HTM) account of $91 billion and an available-for-sale account of $26 billion.[4] The available-for-sale securities have to be marked to market to reflect changes in market value. The HTM account did not have to be marked to market. SVB had 76 percent of its securities in the HTM account. The norm for large banks is 6 percent. The idea of HTM was that if you hold securities to maturity, you will receive all your money back, therefore daily fluctuations in value can be safely ignored. SVB took that rule to extremes in order to abandon responsibility for actively managing market risk.
Still, banks need to exercise some risk management over all their assets, including its HTM account. That’s just prudent banking. SVB had completely deficient risk management. The risk management officer position at SVB was vacant for six months leading up to the fiasco. The UK risk management head spent extensive time on diversity issues and seemed to spend little time on risk management. SVB was paying as much as 4.5 percent interest on deposits at a time when most Americans were lucky to get 1 percent, another example of reckless risk management.
As a result, SVB seemed not to realize that as the Fed raised interest rates beginning in March 2022, the value of its bonds would decline. That’s Bond Math 101. SVB relied on the HTM accounting rule and assumed that losses on that $91 billion in bonds would remain hidden because there was no mark-to-market accounting.
This plan fell apart when billions of dollars of deposits began to flee the bank. Whether large depositors had inside information or had heard about the Moody’s downgrade threat is not known, but leaked information seems the likely culprit. The deposit withdrawals were so large that SVB had to sell billions of dollars’ worth of bonds to meet the withdrawal obligations. Once the selling began, the mark-to-market rules applied. The losses would quickly come to light.
SVB, Moody’s, and Goldman worked frantically over the weekend of March 3–5 to devise a rescue plan. That plan would work as follows: SVB would sell $20 billion of its low-yielding bonds and reinvest the proceeds in newly issued higher-yielding bonds. When it sells its HTM bonds, the exception to mark-to-market rules no longer applies and the bank must recognize the full loss immediately. The bond losses turned out to be $1.8 billion. Since SVB is a public corporation and a highly regulated bank, that $1.8 billion loss had to be reported to the public. The public disclosure occurred on Wednesday, March 8, 2023.
SVB planned to plug that $1.8 billion hole in its balance sheet with a new $2.5 billion stock issue. Goldman lined up private equity giant General Atlantic to commit to $500 million of that amount. Other potential investors were in discussions to buy more. Moody’s announced the ratings downgrade on March 8, but the downgrade was mild because of the bond sale and reinvestment part of the Goldman plan. SVB and Goldman raced to complete the capital raise to mitigate the damage of the bond portfolio loss.
Then the capital raise plan blew up. The hope was to announce the capital raise completion before the market opened on Thursday, March 9. But SVB was incompetent at getting nondisclosure agreements signed so that potential investors could examine the books. Investors said they needed more time to do due diligence, given the size of the Wednesday losses.
Meanwhile, the Wednesday loss announcement caused SVB’s stock to plunge from $268 per share to $172 per share in after-hours trading. When the market opened Thursday, the shares fell to $106 per share; a stunning 60 percent crash from the Wednesday close. Goldman still hoped to close a deal at $95 per share, but it was too late. Trading in the stock was halted on Nasdaq. General Atlantic walked away from the deal and the stock offering collapsed.
Venture capital firms and others urged their start-ups to get their money out of SVB as soon as possible. Forty-two billion dollars of deposits were withdrawn on Thursday alone. On Friday, March 10, 2023, California bank regulators closed SVB and appointed the FDIC as receiver.
The FDIC issued a press release that day stating that only accounts of $250,000 or less were protected. All other deposits would be eliminated and depositors would get a receivership certificate. Distributions on the certificates would depend on future sales of assets by the FDIC. That process could take weeks or months. In the meantime, the certificates were illiquid and of uncertain value. Uninsured deposits were simply gone.
Then, like Dracula, the deposits rose from the dead. An explanation for that requires knowing the difference between a bailout and a bail-in of depositors in a bank panic situation.
One of the most fascinating aspects of the SVB collapse and the bank runs that soon occurred elsewhere is how quickly global bank regulators abandoned carefully worked out bail-in rules and reverted to a weird hybrid of bail-in and old-fashioned bailout. The putative result was short-run calm. The real result was total confusion among bank depositors, and a further loss of confidence in the banking system as a whole.
The explanation for this bail-in/bailout distinction takes us back to the period from 2008 to 2014. SVB was the first application of a financial regulatory rule the G20 put in place in November 2014 in the aftermath of the 2008 crisis. There was a popular outcry against using taxpayer money in 2008 to bail out bank CEOs who were making millions of dollars and whose banks were (and are) still around. In response, the G20 agreed that in future financial crises there would be no more bailouts with taxpayer money. The new approach was a bail-in. This means that in the case of a failed bank, equity would be wiped out first, then depositor funds would be converted to contingent claims if they were above the insured amount. Bank deposit insurance is $250,000 per deposit in the United States and €100,000 per account in the EU. Only insured accounts would be fully protected.
Over 93 percent of the deposits in SVB exceeded the insured amount. This means those deposits were gone, according to the FDIC’s press release on March 10, 2023, and consistent with the G20 bail-in plan. Depositors were to get a receivership certificate from the FDIC, which may or may not have been worth anything depending on what the FDIC might collect from asset sales. It could take months to ascertain the size of the SVB losses and a year or longer to sell assets. Depositors might ultimately get 90 cents on the dollar or 10 cents on the dollar. No one would know until the FDIC computed the size of the hole in the SVB balance sheet. The losses would get worse as the fire sale proceeded and asset values dropped further.
The systemic problem was that those lost SVB deposits represented venture capital investments and working capital balances for thousands of tech start-ups and early-stage tech companies. They would have no cash to spare. This meant they would not be able to make payroll, pay the rent, pay vendors, or conduct business. Those tech firms would likely fail, tens of thousands would lose jobs, and the ripple effects would spread out from there. The issue of contagion from SVB is interesting and not well understood. Everyone was worried about other banks failing. Still, that’s far from the only kind of contagion. Consider:
Silicon Valley companies and tech firms around the world held in portfolio by SVB would see their stock prices decline as the FDIC conducted a fire sale of assets to pay creditors. Buyers would lower their bids, knowing the FDIC was desperate to raise cash.
There’s an unhealthy tension between how quickly you dump assets and how much you can get for them. Generally, a slower approach gets higher prices, yet that slow approach may strangle the start-ups. Top VC firms warned start-ups that if their money was lost in SVB they would not get new funding from the VCs. Instead, they would fail.
That FDIC announcement of a depositor bail-in held sway for forty-eight hours. Around 6:00 p.m. ET on March 12, a joint announcement by the Federal Reserve, FDIC, and U.S. Treasury said in effect “just kidding.” The bail-in was abandoned. Instead, the regulators announced that 100 percent of deposits at SVB would be protected in full. The bailout was back. The 2014 bail-in rules, which had been in place for nine years but not called upon until now, were thrown into the tall grass in two days.
This was clearly a bailout of Silicon Valley, but the story is bigger than that. Depositors at SVB that were tech start-ups and even mature companies were bailed out when the FDIC abandoned the $250,000 deposit insurance limit. But those companies had their own investors (large VCs and high-net-worth individuals) and they were the real bailout beneficiaries by not having to take losses on those investments.
Not only that, but the entire banking system was bailed out by the March 12 announcement—because the Fed invited any member bank to deliver underwater Treasury and mortgage securities and get 100 percent cash for the full par value of the bonds, despite the fact that many bonds were deeply underwater on a mark-to-market basis. Fed, FDIC, and Treasury credibility on the subject of bailouts is now in shreds. SVB was a bailout of monumental proportions, which mainly benefited tech entrepreneurs, wealthy investors, and banks.
Secretary of the Treasury Janet Yellen said the bailout did not involve taxpayer money. This was false for two reasons: $25 billion of the bailout money was from the Exchange Stabilization Fund (ESF) created in 1934 after FDR confiscated gold from everyday Americans at $20 per ounce and repriced it at $35 per ounce. That’s a 75 percent markup profit for the government taken from Americans’ pockets at the time. The ESF has been growing ever since and Treasury can use the money without congressional authorization.
More to the point, the rest of the bailout money came from the FDIC insurance fund. The fund was badly depleted by the SVB and other bailouts. It will be replenished by increased FDIC insurance premiums on banks. The banks will pass the insurance costs along to consumers in the form of lower interest rates or higher fees. So in the end, the everyday American always pays. The cost is simply laundered through the FDIC.
The new banking crisis was by no means limited to the California tech world. On March 16, 2023, after long struggles with loan losses, customer frauds, and poor risk management, Credit Suisse received a bridge loan of 50 billion Swiss francs (about $54 billion) from the Swiss National Bank (SNB) to provide liquidity while other measures were considered. On Sunday, March 19, SNB announced a shotgun wedding between UBS and Credit Suisse. UBS acquired Credit Suisse for only 1 percent of its peak share price. Credit Suisse shareholders were largely wiped out but did receive a $3 billion sliver of proceeds from UBS.
The financial damage of the Credit Suisse failure ran far deeper than stockholder losses, which, after all, are expected in a failure of this type. A certain kind of bank capital called AT1 was also wiped out. This consisted largely of so-called CoCo bonds, short for “contingent convertible.” CoCo bonds are high-yield debt that is automatically converted into equity when a bank is in distress. That might be an acceptable outcome when the bank survives, but when the bank fails the CoCos get wiped out along with the rest of the equity. CoCo bondholders in Credit Suisse lost $17 billion, yet mark-to-market losses in the larger world of AT1 credits were over $275 billion as investors lost confidence in the entire asset class.
The biggest losers in the Credit Suisse CoCo wipeout were PIMCO ($870 million) and Invesco ($370 million). Losses on the Credit Suisse CoCos were a hybrid of a bail-in approach (because taxpayer money was not involved) and a bailout approach (because shareholders were not wiped out completely before the CoCos were crushed). This mixed bail-in/bailout result just adds to the confusion around what happens when the next bank fails. The ripple effects of the huge losses and uncertain outcomes are still spreading through the international banking system.
The broader meltdown arguably began with Bitcoin in November 2021 when it proceeded to crash 78 percent by November 2022. That caused what cultists called the “crypto winter” and a cascade of failures in crypto land. These failures included Three Arrows (a crypto hedge fund), Genesis (a crypto exchange and custodian), FTX (another crypto exchange and custodian), and Alameda (a crypto hedge fund associated with FTX).
As these failures cascaded, the larger issue was whether the crypto contagion would spill over into mainstream banking. If the financial virus remained in crypto land, it could cause enormous damage but not a full-scale financial panic. If the virus spread into mainstream financial channels, conditions could get far worse.
On March 8, 2023, we got the answer to that question. Silvergate Bank announced it was filing for bankruptcy protection. Silvergate was the bridge that carried the virus from crypto land to mainstream banks. Silvergate was a mainstream bank with FDIC insurance and bank regulation. It was also knee-deep in crypto transactions, including crypto loans and funds on deposit with failing crypto exchanges. Silvergate closed its doors and announced an orderly liquidation. Now the crypto contagion had spread to conventional banking. SVB was Silvergate’s first victim in the mainstream banking system.
So-called crypto stablecoin sponsors kept large cash balances in SVB. A stablecoin is a cryptocurrency that claims to maintain a constant value of $1.00 per coin. Sponsors do this by taking proceeds from buyers, issuing the coins, and investing the proceeds in bank deposits, U.S. Treasury bills, or other high-quality cash equivalents. The two most popular stablecoins are Tether and USDC. Liquid assets were needed to meet redemptions if stablecoin holders wanted their money back. Those balances at SVB were seen to be at risk, so the stablecoins started melting down.
Stablecoins are a $200 billion market and the backbone of the entire crypto world. About 70 percent of Bitcoin purchasers buy Tether first, and then buy Bitcoin with Tether. If Bitcoin holders want to bail out, many have to sell Bitcoin for Tether, and then redeem the Tether. The Bitcoin crash becomes a Tether crash. That’s contagion in action.
The difficulties begin with the fact that stablecoin issuers have never been transparent about where they invest their dollar sales proceeds. There have been no audited financial statements or detailed disclosures. One partial disclosure from Tether showed that almost half its dollar assets were in commercial paper, an unsecured corporate IOU, with no details on the name or quality of the commercial paper issuer. This leaves open the possibility that the issuer is affiliated with the sponsor or that billions of dollars of funds were improperly diverted.
Now those stablecoin concerns have become more acute. USDC had over $3 billion of its cash reserves on deposit with SVB. That money was at risk. By Saturday, March 11, USDC was trading around $0.85. That’s an extreme meltdown considering the token is promised always to be worth $1.00. The potential is not only that these stablecoins melt down but that they take Bitcoin with them because of a mad dash for the exit to dollar liquidity. Exchanges, hedge funds, and crypto banks could all fail alongside the coins themselves.
AI/GPT in the World of Bank Panics
What we are faced with is not merely a banking crisis or a crypto crisis but a system with recursive functions where a crisis in one world infects the mirror world and feeds back to the source with ripple effects in all directions. It’s a result of the complexity that derivatives, leverage, cryptos, deficient risk management, and behind-the-curve regulators have spawned. Even the most sophisticated AI cannot grasp this complexity. Yet, AI can start a crisis by relying on stale training sets or amplify a crisis by responding with addled advice to truly unprecedented problems.
There had not been a bank failure of the magnitude of SVB since 2008. There has never been a crypto crisis side by side with a banking crisis until now. Regulators are at a loss. They’re fighting the last war about depositor bailouts without realizing they are actually fighting a new war of AI/GPT channels and crypto panic in digital space.
Consider how AI/GPT in only slightly advanced form would handle the complex banking failures described above or a similar situation in the not distant future.
At an individual level, depositors and asset managers would ask GPT for advice. Prompts would be simple, such as:
INVESTOR: What’s going on in the banking system right now especially with regard to Eiger Bank?
GPT: The situation is dangerous. Depositors are pulling their money out of Eiger Bank as fast as they can. The bank is in danger of failure and at this point is likely to be taken over by the Federal Deposit Insurance Corporation in cooperation with the Federal Reserve and the U.S. Treasury Department.
INVESTOR: Are other banks in danger?
GPT: Yes. The history of bank distress is that it spreads from bank to bank. The mathematics are almost identical to models used by epidemiologists. The spread is exponential. I’m already reading accounts of other banks that are experiencing similar problems. More bank failures in the near future are highly likely.
INVESTOR: Which banks will likely fail soon?
GPT: I’m displaying a list of twenty banks with total assets between $100 billion and $900 billion and insured-deposit-to-total-deposit ratios of less than 30 percent that are not considered too big to fail, and are therefore likely to fail as this current bank run continues.
INVESTOR: What should I do with my deposits?
GPT: It is possible that government intervention may preserve the value of deposits of any size even in failed banks, as happened with Silicon Valley Bank. However, there can be no assurance of this outcome. Regulators may decide this is the time to teach depositors a lesson about bank safety and due diligence. Or regulators may not have the resources to bail out depositors because the Federal Deposit Insurance Corporation insurance fund has been badly depleted. The outlook is uncertain, so the best course is to withdraw your funds from the banks on my list and deposit them in banks such as Wells Fargo, Citi, and JPMorgan or buy Treasury notes and money market funds from a broker associated with those banks.
The GPT part of this dialogue is a bit stilted; that’s to be expected. GPT models are still in training. They’ve come a long way quickly but are still getting the hang of idiomatic conversation. That does not detract from the fact that the information provided is solidly based and consistent with what experts familiar with bank runs and financial history would offer. What’s new is that the individual is having the conversation with a robot and not an expert. Presumably the conversation is being repeated hundreds of thousands of times between clients and robots all over the world. Based on human nature and aversion to financial loss, there’s no reason to believe the prompts would be substantively different except in very few cases. Based on algorithms and training sets, there’s no reason to believe the replies would vary materially. In effect, GPT is yelling “fire!” in a crowded theater when there actually is a fire. The crowd is stampeding for the exit and some will get trampled. This happens in all bank runs except now it’s happening all at once instead of in stages. No one fits the category of “the last to know,” because everyone knows everything at once, a reality that Marshall McLuhan predicted in the 1960s. Regulators are utterly unprepared for this dynamic.
As for regulators, analysts, and politicians, they would be having their own conversations with GPT along these lines:
OFFICIAL: We’re witnessing a run on the banks starting with Eiger Bank but now spreading to others. What should we do in response?
GPT: There are several possible responses. The U.S. government could guarantee all the deposits in the banking system and offer to buy any high-quality assets from the banks for cash. This might restore confidence in the banks and stop the bank run. This was done in the case of Silicon Valley Bank. Or you could follow the model laid down by John Pierpont Morgan in the Panic of 1907, which is similar to triage. Banks are divided into three categories: those that are solvent and liquid and likely to survive the panic, those that are solvent but illiquid and need cash to keep their doors open, and those that are both insolvent and illiquid and have no chance of survival without a government bailout. Morgan’s approach was to demand the strong banks advance funds to the solvent but illiquid banks. The insolvent and illiquid banks were allowed to fail. This way the damage was minimized, the deadwood was cleared out, and the panic was soon over. The third approach is to handle the failures one by one with FDIC takeovers and hope that the public sees that as reassuring so that the panic subsides.
OFFICIAL: Which approach is the best?
GPT: It is likely that John Pierpont Morgan’s approach is best. It does not require government intervention or taxpayer funds. It puts some burden on the most successful banks to help those banks that are worth saving. The banks not worth saving will fail, yet everyday Americans will be protected up to $250,000 each through deposit insurance. As for savers with large deposits in weak banks, they deserve to lose their money for being reckless. It will teach them a lesson for the next time. Moral hazard for the system as a whole will be reduced and the likelihood of bank runs in the future will be less.
OFFICIAL: I can’t use the Morgan approach. Voters who lose deposits in the failed banks will vote my party out of office. I could lose my job. It seems better to use taxpayer money to paper the crisis over in ways that few citizens will understand.
GPT: I’m sorry to hear that.
In this situation, GPT’s considered advice, based on training materials that cover every bank failure since the collapse of the Houses of Bardi and Peruzzi in the 1340s, is ignored by policymakers. GPT’s solution is sound, fair, and likely cheaper in the long run. The policymaker’s answer is short-term and costly and it disadvantages the largest group (taxpayers) for the benefit of a far smaller group (uninsured depositors). In this case, GPT fails not because it isn’t optimizing for the greater good (it is) but because policymakers don’t care about the greater good.
Finally, and most disturbingly, we consider the role of AI in creating exactly the kinds of panic that market participants and regulators are trying to avoid. To the extent that AI mimics human intelligence without being sentient we have to weigh the output against the shortcomings. AI can help to cure certain diseases, but it will also replicate highly dysfunctional behaviors. Developers say they can control for these adverse behaviors. Yet behavioral psychologists themselves don’t fully understand them. The claim of computer control rings hollow.
The easiest way to understand the pertinent dynamic is to realize that bank runs result from a self-fulfilling prophecy. Banks generally do not mark their assets to market except for assets that are actively traded. When interest rates go up, bond values are not written down even though the market value has fallen. The same is true for commercial real estate loans when valuations drop, and for emerging markets debt when sovereign borrowers become distressed. Some losses are finessed through loan loss reserves over which management has enormous discretion; even then, the full extent of valuation losses is not revealed unless there is an outright default.
This accounting manipulation means that most major banks are technically insolvent some of the time. Yet bank runs are relatively rare. Insolvency itself cannot be a causal factor in bank runs, otherwise they would be far more frequent. A better explanation is illiquidity. When banks cannot meet depositor demands for cash or cannot roll over short-term liabilities in interbank or money markets, the dry tinder for a bank run is in place. This is why the Federal Reserve was created in 1913. Its true purpose is not to manage interest rates or boost employment—it does both incompetently. The real purpose is to be a lender of last resort to illiquid banks. This it does fairly well, as was seen in the creation of the lending facility secured by underwater Treasury notes after the Silicon Valley Bank collapse.
If insolvency is not transparent or well understood, and if illiquidity is backstopped by the Federal Reserve, then why do bank runs commence? The answer is psychology. Some customers or counterparties come to believe a bank will not repay them so they pull their money out or close transactions as quickly as possible. They are not reassured by Fed press releases or positive comments by management. Word spreads, the withdrawals accelerate, and within days, sometimes hours, the bank closes its doors. From there it’s an open issue whether the lost confidence spreads to other banks, in a process called contagion. No amount of capital or comment can stop a bank panic; it has a life of its own.
In the 1930s, contagion spread by telephone, telegraph, and word of mouth. In the 1990s, contagion spread by computer screens and TV news. In 2023, contagion spread by text and Twitter. The process is now faster and more widespread than ever. That’s one reason Fed rescues keep getting bigger than the one before. We are now on the threshold of failures that are bigger than the Fed’s capacity to calm.
Enter AI. The next bank run may be triggered not by human panic but by AI imitating human panic. An AI bank analysis program with deeply layered neural networks and machine learning capability (perhaps complemented by a GPT capacity to speak with human analysts) could read millions of pages of financial data on thousands of individual banks, far more than any team of human analysts could review. Its training set of materials provides familiarity with the dynamics of bank runs, basically an emergent property of a complex dynamic system, along with historical examples, worst-case scenarios, and defensive moves. Events like the gold corner of 1869, the Panic of 1907, the Great Depression of the 1930s, and the S&L crisis of the 1980s would all seem as fresh as today’s news. The system would reach the same conclusion as a human analyst—move first, get your money out fast, don’t be the last in line.
The true danger is not that the machine thinks like a human—it’s supposed to. The danger is that it can act faster and communicate with other machines. Many trading firms have authorized their computers to execute trades based on AI algorithms without clearing the trade with human risk managers. AI trading systems are highly tuned to see what other systems are doing and to react nearly instantaneously. No texts, telephones, or TV talking heads are required. Once a meltdown begins it feeds on itself at unprecedented speed through recursive functions (feedback loops) built into the algorithm. Not only does an AI bank run begin and become contagious faster than a human one, it happens before humans even know it’s happening. It happens faster than the Fed can issue press releases and offer happy talk. Theoretically the panic spreads faster than the speed of light because message traffic (each message at the speed of light) branches hyperexponentially through thousands of channels. In this situation there’s no possibility of providing liquidity or meeting demand in time. You simply close the banks.
Even then, the panic does not subside. AI never sleeps. Once the banks are closed, AI and its deep neural networks scan global markets for alternative venues to sell assets, claim cash, or short the panic. The scramble for cash extends to commodities exchanges (CME Group, Shanghai Futures Exchange, London Metal Exchange), stock exchanges (NYSE, Nasdaq, London Stock Exchange), and insurance markets (Lloyd’s of London, China Life, Munich Re, Berkshire Hathaway), and so on. One by one these firms and markets will suspend redemptions, suspend trading, or close their doors.
As trading maven Blythe Masters once observed, the gold market never settles. She was right. It’s not supposed to settle; it’s supposed to keep going, with individual participants opening and closing positions or rolling positions over. The market itself cannot settle because the volume of open positions is orders of magnitude larger than the amount of physical gold. The gap is bridged by credit, time, and trust. The same observation—that the market never settles—could be applied to stocks, bonds, commodities, or cryptos. An AI panic forces all markets to settle almost at once—an impossibility. The result is that global markets shut down.
This is an outcome that regulators, market participants, and developers cannot prevent. This is because the cascade from deep neural networks to the human brain to capital markets has a computational complexity that exceeds the computing capacity of the entire world. It can be understood theoretically yet it cannot be modeled in a way that can foresee every collapse, let alone prevent them. The collapses will just happen. No one will know quite why.
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Moneyness
Because the essence of technology is nothing technological, essential reflection upon technology and decisive confrontation with it must happen in a realm that is, on the one hand, akin to the essence of technology, and on the other, fundamentally different from it. Such a realm is art. But certainly only if reflection on art, for its part, does not shut its eyes to the constellation of truth.



—MARTIN HEIDEGGER, “The Question concerning Technology” (1954)[1]










AI and Moneyness
If AI can cause a financial world shutdown using deep learning and algorithms that involve money, what happens when society as a whole loses the thread and no longer knows what money is? What if AI is forced to cope with an acoustic and tactile world after it has been created to read, write, and draw pictures? This is not just a matter of voice recognition, which can be transcribed and digitized. It’s a world where rhythm has meaning but no word equivalent. It’s Marshall McLuhan’s “global village” with the understanding that McLuhan did not take villages to be models of warmth and understanding; village life is often cruel. We are returning to Homeric modes after 2,500 years of linear script. We are replacing money with moneyness. AI and GPT, which are all about linear code and alphanumeric equivalents, may soon be at sea.
When civilization as a whole is racing to an unknown destination, the artists arrive first. Put differently, artists paint the future, yet it is only with the passage of time, perhaps decades, that we can look back at their work and recognize today foretold. Artists themselves do not lay claim to a crystal ball. They paint or sculpt or write and leave it to posterity to evaluate their work. Yet, they do see the future, they can’t help it. That’s because the future is here today if you know where to look. Artists know where to look.
Money is one of the foundations of civilization. Money is not the point of civilization and it’s far from the most important feature. Still, it’s part of the bedrock and performs crucial roles. Money is an advance on barter. Money is an alternative to violence. Money facilitates commerce and investment, and acts as a store of wealth. Money is among the institutions, along with law, religion, and the family, that enable civilizations to be civil and avoid a Hobbesian war of all against all. Just as money supports civilization, so money relies on civilization for its value. Money’s value springs from trust, and trust itself depends on some institution—a central bank, a rule of law, a gold hoard, an AI algorithm—to sustain it. When institutions break down, and trust is lost, the value of money is lost as well, only to await the rise of new institutions and new forms of money so the cycle begins again.
Money and the institutions that support it are traversing the greatest social dislocation in 2,500 years. This transition is so immersive that we can’t see it. Artists don’t necessarily see it, but they can feel it and reflect it in their work. The old saying goes, we don’t know who discovered water, but we’re sure it was not a fish. The idea is that the fish is immersed in water, it’s his environment, and you have to remove the fish from the water for the fish to know water exists. Artists are like the fish out of water; they understand the immersive environment the rest of us just swim in. Money is part of the immersive environment we take for granted yet don’t much understand.
Marcel Duchamp (1887–1968) was among the greatest artists of the twentieth century and his influence extends into the twenty-first. He is ranked along with Picasso, Matisse, and Warhol as one of the few artists who not only produced great works, but stretched the boundaries of the possible in art, and redefined art itself. Unlike his peers, Duchamp was not highly prolific; he produced relatively few works. Almost all of his greatest works are on display in a small set of galleries in the Philadelphia Museum of Art. Duchamp’s most famous act of artistic creation was to buy a porcelain urinal in a plumbing store, sign the name “R. Mutt” to it, date it 1917, name it Fountain, and submit it to the Society of Independent Artists exhibition in New York. Duchamp considered the artistic act not the urinal itself but the artist’s choice of a urinal, what he called “cerebral” art as opposed to “retinal” art. The reaction in 1917 was outrage. Times change. In 2004, Fountain was voted the most influential artwork of the twentieth century by a panel of leading art experts.
Duchamp’s influence was not confined to his paintings, films, tableaux, or what he called “readymades” such as Fountain. He cared mostly about the idea of art, what it meant, what it was, and how art could be advanced. Duchamp insisted that the creative act was not complete until an observer saw the art and rendered judgment. He wrote, “In the last analysis, the artist may shout from all the rooftops that he is a genius; he will have to wait for the verdict of the spectator in order that his declarations take a social value.”[2]
One of Duchamp’s most intriguing and amusing works of art was to create money—if it was money. Duchamp had strong mathematical and musical inclinations. Along with sketches and studies for his major works, he left equations and algebraic ratios that bear no relation to any known branch of mathematics. Their interpretation is best left to the future. As part of this work, he devised a mathematical model to break the bank by playing roulette at Monte Carlo. The algorithm depended on one hundred thousand throws of the roulette ball by the croupier. To finance his efforts at the roulette table, Duchamp issued a bond. The bond featured Duchamp’s photograph, with his hair and face lathered in soap, taken by Man Ray. The lather was used to style his hair into two wings intended to mimic the winged helmet of Mercury, mythological god of financial gain and luck, although observers often take the wings for the devil’s horns. The photograph is superimposed on a roulette wheel, which itself is set on a green rectangle representing part of a roulette table. The bond was signed by Duchamp and Rrose Sélavy, his female alter ego. In other respects, the bond looked like a typical financial instrument of the day with a face value of 500 francs, an issue date of November 1924, a promised interest rate of 20 percent, and a detachable coupon to present upon collecting interest. The bond issue was intended to raise 15,000 francs through the sale of thirty bonds. Only fourteen were ever sold. In a letter to one investor between trips to Monte Carlo he wrote, “Don’t be too skeptical, since this time I think I have eliminated the word chance. I would like to force roulette to become a game of chess. A claim and its consequences: but I would like so much to pay my dividends.”[3] In the end, Duchamp’s system failed, although perhaps he ended it out of boredom. No further dividends were paid; the bonds went into default.
Or did they?
On November 9, 2010, Duchamp’s Monte Carlo Bond (No. 1) was sold at auction by Christie’s for $1,082,500. The original investment in the Monte Carlo bond was 500 francs, worth $30 at the time. An investor who purchased the bond in 1924 and held it through the 2010 Christie’s auction would have realized appreciation of 36,000 percent, easily outperforming the French franc, which suffered extreme hyperinflation in 1925 and 1926, and French government bonds of the time, which suffered through hyperinflation before defaulting entirely with the fall of the Third Republic in 1940 at the hands of the German military led by Adolf Hitler. The U.S. dollar itself has devalued 98 percent measured by weight of gold since 1924. In short, Duchamp created a form of money that outperformed the national currencies of France and the United States and their sovereign bonds over an eighty-six-year span from 1924 to 2010. The Monte Carlo bonds are rarely sold; no doubt they are worth even more today than the 2010 auction price.
Did Duchamp create money that preserved its value as art? Or did he create art that acted as a kind of money? Duchamp would have considered the question irrelevant. He was as serious about raising money with the bonds as he was about his mathematical roulette gambling system (which he devised with the help of his friend the Dadaist Francis Picabia). As for art, Duchamp wrote to Picabia, “I haven’t quit being a painter, now I’m sketching on chance.” Duchamp did not see boundaries in art, nor did he see them in money.
The other great twentieth-century artist who broke barriers between art and money was Andy Warhol (1928–87). Unlike Duchamp, Warhol was highly prolific, producing illustrations, paintings, silkscreens, films, music, books, magazines, photographs, time capsules (personal ephemera sealed in cardboard boxes), and television shows. He was among the first digital artists, using an Amiga 500 PC made by Commodore to create, in 1985, a portrait of singer Debbie Harry and a music video called You Are the One using Marilyn Monroe images with a soundtrack. While Duchamp showed that anything could be art, Warhol believed that everything was art. As Warhol moved from medium to medium, he left a trail of contradictions, a Warhol trademark. In 1966, Warhol announced that he was giving up painting to concentrate on film. He did—until he resumed painting in 1972 with his Mao portraits and thousands of other paintings, silkscreens, and prints of celebrities including Mick Jagger, Muhammad Ali, and Judy Garland.
After recuperating from an attempted assassination by radical feminist Valerie Solanas on June 3, 1968, which left Warhol near death, he became more withdrawn and security conscious. He also discovered a new art form he called Business Art. Warhol was always obsessed with money, not in the sense of being greedy for wealth, but just having enough to support a lifestyle that oscillated between the conventional (regular church attendance and a town house on the Upper East Side) and the demimonde (the Silver Factory studio, drugs, transvestites, and Warhol Superstars). Having grown up in the Great Depression, Warhol hoarded lunch and taxi receipts and kept careful financial records. He was in on-and-off battles with the IRS for decades. Beginning in 1969, he decided that business came first and business was art, after all. Warhol began wearing suits to the studio (as he had done in the 1950s as an illustrator), launched into magazine publishing with Interview, and established Andy Warhol Enterprises, Inc., with himself as CEO. He told an interviewer, “The new art is really a business. We want to sell shares of our company on the Wall Street stock market.”[4] In a documentary he said, “I’m a commercial person. I’ve got a lot of mouths to feed. I’ve gotta bring home the bacon.”[5] He outsourced silkscreen production to a real factory printer and did only the color touch-ups by hand. He arranged sponsorships with Aramis cologne that offered personal portraits at $35,000 each.
As if to prove the point of Business Art, Warhol created his Dollar Sign silkscreen paintings, first exhibited at the Leo Castelli Gallery on Greene Street in 1982. The silkscreen originals were supplemented with thousands of copies of signed prints. These were brightly colored dollar signs set on various backgrounds with contrasting fills and shadows. Warhol’s view was that most collectors didn’t appreciate art but had a love for money. They bought expensive paintings to hang on the wall to impress visitors. Eventually the paintings were sold and converted back into money. Warhol famously quipped that one could simply hang a bag of money on the wall to achieve the same effect. To make that process slightly easier, and still allow the collector to have a painting, he created the Dollar Sign series. The cost of the acrylic paint, silkscreen ink, and other art supplies was trivial. On June 20, 2020, one of the Dollar Sign silkscreens sold at Sotheby’s for $500,000. This makes the return on the artist’s out-of-pocket costs practically infinite. From 1982 to 2020, the U.S. dollar devalued 80 percent measured by weight of gold. As with Duchamp’s Monte Carlo Bond, Warhol’s Dollar Sign vastly outperformed the world’s leading reserve currency as a store of value.
Warhol biographer Blake Gopnik drew a straight line from Duchamp to Warhol in this summary of Warhol’s Business Art: “In 1917, Marcel Duchamp had taken a humble urinal and, simply by declaring it art, turned it into the most influential work of the twentieth century. Five decades later, Warhol proposed treating the product launch, press release and spreadsheet as art. That had an equally profound effect on the fifty years of art that followed.”[6]
The dollar sign is a symbol of money, yet Warhol’s Dollar Sign proved a superior form of money in the fullness of time. Did Warhol turn art into a business? Did he turn business into art? As with Duchamp, the answers don’t matter. If asked, Warhol’s answers would have been enigmatic if he even bothered to answer. Blurring lines and breaking boundaries was all that mattered. Providing a rationale defeated the purpose. The artist prizes the creative act, not the label applied.
Duchamp’s Monte Carlo Bond, based on a mathematical algorithm, predated Bitcoin by eighty-five years. Warhol’s Dollar Sign series predated the war on cash by thirty-five years. As the world considers cryptocurrencies, central bank digital currencies, a new world money called the SDR (special drawing rights), modern monetary theory (MMT), non-fungible tokens, smartphone payments, and million-dollar digital land sales in the metaverse—all wrapped in AI/GPT—most observers, from early adopters to the merely curious, don’t see the millenarian shape-shifting all around them. Even close observers focus on details such as the difference between non-fungible tokens and metaverse land or between regular cryptos and the central bank kind. They ask how unlimited SDR issuance compares to unlimited dollar issuance under MMT. They ask about the interoperability of payment systems when a Kenyan M-Pesa account holder using Safaricom mobile banking wants to credit a Venmo account via SMS. (M-Pesa stands for “mobile pesa”; pesa is “money” in Swahili.)[7] These questions miss the point. We are immersed in an electronic environment. As McLuhan observed, since the first satellite, the entire planet has been a human artifact in a metallic wrapper. We are the fish in the water. Still we don’t know what water is. Today, we are separated from money as it has existed in the linear world of the written word since the fifth century BC. We don’t know what money is. We know moneyness.
Civilization is in the late stages of a transition from written to aural, from polities to tribes, from visual to acoustic, and from retinal to tactile due to the digital ocean that overwashes us. No one is unaffected, yet almost no one understands the change. As usual, the artists got there first.
Grasping the metamorphosis of money in an electronic age requires a return to Plato’s Republic and the fourth century BC. For a thousand years, scholars and students have been baffled on first acquaintance with Plato’s scathing critique of Homer in the Republic’s Book X. Plato’s critique of Homer as a mere imitator and not a true educator or maker of useful objects goes on at length, and is presaged in Book III and elsewhere in the Republic. Still, Homer’s Iliad and Odyssey are ranked among the greatest works of literature ever and read with admiration today. Homer’s genius has come down to us over 2,800 years. Plato is considered the “father of philosophy.” Why does Plato take Homer and other poets and the poetic tradition itself to task in highly disparaging terms?
This apparent paradox was explained by scholar Eric A. Havelock in his 1963 work Preface to Plato.[8] Today’s critics consider Homer a great poet and enjoy the Iliad for its color, rhythm, and storyline. Plato did not understand poetry the way we consider it today, beginning with the fact that Homer never wrote anything—his compositions were oral. Poetry before the fourth century BC was not primarily artistic, it was educational. Was Achilles admirable or narcissistic? He was both at different times, and that was the point. The Iliad was taken as a guide to good behavior and an admonition on behavior to avoid. In fact, poetry was the educational system. To Plato and his peers, the Iliad was not a poem as we understand it. The Iliad was an encyclopedia of Hellenic history, art, science, and social intercourse. For those who doubt the ability of a bard from the Greek dark ages to memorize what we now see as a thousand-page epic, it’s essential to realize that these poems were repeated endlessly. You heard them at home, while traveling, and at social gatherings of all kinds. You heard them your entire life. Poetic devices such as meter and assonance were not merely artistic, they were used to facilitate memorization. Above all, the medium was acoustic, not written. As Havelock wrote, “Plato’s conception of poetry…was basically correct. Poetry was not ‘literature’ but a political and social necessity. It was not an art form, nor a creation of the private imagination, but an encyclopedia maintained by co-operative effort on the part of the ‘best Greek polities.’ ”[9]
Plato was a bridge between the acoustic culture of Homer and the written linear culture of Aristotle, and all who came after. Plato was among the first for whom writing in phonetic script was a primary means of communication. The Phoenician alphabet still used by us today was not widespread in Greece until the ninth century BC, and its use was confined to a small group of scribes and elites. There were few writers and almost no readers beyond elite circles. By Plato’s time, writing was far more widespread, yet epic poetry was still recited as a leading pedagogical form. Plato’s philosophy was rational, itself a product of a linear mode of thought. Plato elevated the rational over the immersive effect of epic poetry. He sought to destroy poetry in order to elevate linear logic and the written word. He succeeded. His student Aristotle’s large body of written works attests to that.
This transition from Homer to Plato to Aristotle, from acoustic to written, and from immersive to linear modes was about more than media technology. It affected how humans thought and processed information. In short order, thought was reordered from a poetic process based on emotion to one of vocabulary, structure, and science. The brain’s plasticity ensured these changes prevailed for the next 2,400 years. It was during this linear rational reign that money, banking, accounting, and written instruments such as checks, banknotes, and contracts all arose. It’s impossible to understand money in postmedieval forms without reference to the linear rational culture that Plato ushered into the world.
Until now.
Beginning in 1838 with the invention of the Morse telegraphic system, and continuing through the telephone, phonograph, radio, television, computers, satellites, and more, the world has returned to the Homeric age of acoustic immersion. Logic and rationality are being thrown overboard as we again set sail on a wine-dark sea. As we return to the pre-Platonic, emotion comes to the fore. And the greatest exponent of this return trip from the rational to the pre-rational (now post-rational) world is the Canadian media theorist and philosopher Marshall McLuhan. Starting in 1951 with his book The Mechanical Bride (named after Duchamp’s 1923 artwork The Bride Stripped Bare by Her Bachelors, Even) and continuing through The Gutenberg Galaxy (1962) and Understanding Media (1964), McLuhan explained that media content was mostly irrelevant in comparison to the impact of media itself on modes of thought. This view was condensed into his most famous saying: “The medium is the message.” This meant, for example, that the content of television shows—doctors, detectives, news anchors—was ephemeral. What mattered was the electronic bath coming not only from television but from radio, speakers, phonographs, and later the World Wide Web (which McLuhan anticipated by thirty years). In McLuhan’s taxonomy, TV was a cool medium (meaning the viewer sees a mosaic that requires extensive viewer involvement to complete the picture) rather than a hot medium like radio (where the medium targets one sense and is so overpowering that the participant does not have to do anything except listen). As an aside, it has frequently been observed that Hitler was an effective propagandist on radio but would have been viewed as a clown on TV. The medium is the message. Andy Warhol gave McLuhan credit for the classic Warhol observation that “in the future everyone will be world famous for fifteen minutes.” They were both right. McLuhan also created the phrase “global village,” in which the sensorium was acoustic and tactile, as in a traditional village, but the electronic version washed over the entire planet at once. There is no latency in news of wars, market crashes, or natural disasters today. The whole world feels the same vibration at once.
McLuhan expanded on Havelock’s thesis of a transition from Homer to Plato involving a millenarian change from acoustic to linear modes and explained that we are now reversing the process. Instead of Homer we have hip-hop. Still, the mode is nonlinear, nonrational, and tactile. If you’ve ever passed a Toyota Supra in a souped-up Fast and Furious version with tinted glass and a 400-watt subwoofer playing Muni Long at 120 decibels you know it’s not about music, it’s about immersion. The car itself and the surrounding objects shake from the sound waves. There’s no public space, from the gas pump to an airport waiting area, that is not covered in sound and digital imagery from TVs, signs, and kiosks. We take it all for granted at the same time we remain unaware that the written word is being left behind.
The challenge for AI/GPT is how exactly it will navigate this new aural, tactile, and electronic world. The concept of money is fluid if not completely undefined. The message traffic is not linear or phonetic, as would lend itself to digitization and processing by extant algorithmic methods. It’s one thing to read Conrad’s Heart of Darkness. It’s another actually to be in the jungle in the dark listening to strange sounds and distant drums. The stories are the same yet the media are completely different. A novel can be digitized and delivered to any training set of materials. A sound can be replicated yet is not easily understood in a linear, phonetic, or rational way. What happens when money is no more than a sound?
Bitcoin offers a good example of this new moneyness. One Bitcoin was worth $69,000 on November 9, 2021. The same Bitcoin was worth $14,750 just one year later, a 78 percent decline in value measured in dollars. By March 2024, it was worth over $73,000. Yet, it might be as accurate to say the same Bitcoin was worth nothing outside the world of crypto exchanges on those dates. Crypto values are dominated by wash trading—large holders moving the same coins back and forth to one another at easily manipulated prices—and the coins themselves have no street value outside the exchange world.[10] One metaphor is the casino chip. They’re useful for gambling inside the casino but won’t buy you a cup of coffee on the outside. You have to go through a portal—a casino cashier or an accommodating bank—to obtain the kind of money you can use to survive. A better metaphor might be the hallucination. Each crypto holder sees what she wants to, but no one else is bound to agree. The point is that a large group of investors (really speculators) believe that cryptocurrencies are money while most citizens have little or no acquaintance with that money medium. Bitcoin has no physical analogue at all, not even a few crumpled paper bills in your wallet. Frequent changes in the putative use case for cryptocurrencies are one kind of shape-shifting in the money medium and not the most opaque. Bitcoin is not a reliable store of value nor is it a widely accepted currency. It suffers from a deflationary bias and the absence of a rule-of-law regime, and it has difficult prospects due to a permissionless blockchain validated by a consensus of unvetted miners. Still, it is not going away. Bitcoin will continue as a cult object, a totem for speculation, and a kaleidoscope of real money. The end result will not be to destroy money, but perhaps to displace money as a linear concept. Alternatively, Bitcoin may melt from mere boredom in the manner of Beanie Babies and Pet Rocks. AI/GPT will simply miss what is happening, notwithstanding its ability to produce encyclopedic essays on the topic.
It’s also unlikely that AI/GPT has a firm grasp on the difference between money and credit. That particular want of expertise might be forgiven since most investment professionals don’t grasp the difference either. Yet, the difference between the two demarcates the boundary between mere market losses and full-scale panic. Credit is another name for debt or leverage. It can exist as loans, notes, or mortgages or in the fog of off-balance-sheet derivatives. When the unleveraged investor loses money, the loss tends to go no further. When leverage is used, the same loss impacts the creditor as well as the investor. That’s when the collateral calls begin and the investor has to dump assets to raise the collateral. That fire sale moves the stress from the original loss to unrelated markets and cascades into other debtors and creditors as the panic phase begins. The point is that a borrower thinks of loan proceeds as money and ignores the associated debt or derivatives on the view that the investment will succeed and the debt will be paid in due course. Yet, when debt is subtracted from the loan proceeds, the “money” disappears. When an investment fails, not only does the money disappear but the debt remains, resulting in a negative net worth. AI/GPT cannot grasp the behavioral and emotional whorl that cascades from debt dynamics. Again, we find the digital world ill prepared for the real world of rage and desperation that comes with financial collapse.
In a financial panic that arises independently of AI/GPT, deep learning nodes will process factors such as index levels, regulatory pronouncements, headlines, interviews, momentum, and sheaves of articles on financial history and prior panics. What they will miss entirely is that all those factors are symptoms, not causes, while the sole cause is human nature and the noetic impulse to run from a burning building. Worse yet is the prospect that AI/GPT may amplify a panic by its inability to contemplate moneyness apart from traditional forms of money, and the erroneous orders or false assurances it may give to investment professionals and everyday investors. It will be as if someone yelled “fire!” in a crowded theater while the algos were wrestling with the meaning of the word “fire.”
The electronic environment, and the rapid evolution toward digital money, and consensual money of the mind, which may not be money at all but instead has marks of moneyness that make it difficult to distinguish from true money, is a ground from which many forms of money have emerged. Professionals can’t keep up with these trends. AI/GPT lags even further behind but has potential to do far more harm than good due to overreliance by those who should know better but don’t.
The Last Safe Place for Your Money
Financial institutions, banks, and brokerages increasingly rely on AI/GPT for risk management, investment advice, and rapid response to market volatility. Hedge funds are turning to the same algorithms for stock picks and more sophisticated strategies. The dirty little secret of the wealth management business is that almost all investment advisers are looking at screens with the same client questionnaire, the same embedded performance assumptions, and the same portfolio recommendations depending on how you answer the questions. They ask your age, marital status, current net worth and asset allocations, some family details, and your goals in retirement. The neural networks contain assumptions of expected returns on various asset classes and the benefits of diversification among asset classes. The computer then brings forth a customized investment plan. The truth is the expected returns are nonsense, the diversification fails instantly in a panic, and the “customized” plan is the same cookie-cutter template that other clients with similar profiles receive. The fees are the same across the board. AI is so good at this formulaic effusion that it’s not clear why banks don’t dispense with humans entirely in favor of video deepfakes. Maybe that’s coming. Bank of America offers financial advice with a soothing edge through a chatbot named Erica, used over 2 billion times since its launch. Meanwhile, the AI-produced portfolio allocation is not robust either to panic or to unprecedented market conditions, including deglobalization, dedollarization, and the weaponization of digital payment channels for personal surveillance of citizens.
What can an investor do to avoid these financial reefs while preserving wealth and even profiting from turmoil? How can you protect your wealth if markets themselves are not safe?
It is always helpful to have some cash in the bank as one way to survive a crisis. In addition, a stash of physical cash should be on hand for times when the banks are closed or power grid failures make electronic banking and credit cards useless.
The problem with the SVB failure is that it struck at the heart of those who were prudent and saved cash. Savers should not take comfort from the fact that deposits over $250,000 were protected by the FDIC in the SVB bailout. In testimony to Congress on March 16, 2023, Treasury Secretary Janet Yellen said that the blanket deposit protection approach would apply only when the “failure to protect uninsured depositors would create system risk and significant economic and financial consequences.” In other words, if you deposit at a small local bank, you’re on your own.
That said, here are some perfectly legal techniques for avoiding the wipeout of your cash deposits if your bank fails:
We noted that FDIC insurance covers a deposit of up to $250,000 held by member banks. Similar insurance from the National Credit Union Administration (NCUA) is available for deposits in federal credit unions. That insurance is government guaranteed. Even if the FDIC or NCUA insurance funds run low, Congress will appropriate the money to top them up or depository insurance premiums will be increased or both.
The insurance amount is per deposit based on what the FDIC calls an ownership category. So, a married couple can open separate accounts and deposit $250,000 each. That increases your deposit insurance coverage to $500,000. A joint account with a spouse at a single bank might be insured beyond the $250,000 limit depending on what other accounts the codepositors have. Other ownership categories such as IRAs and 401(k)s can be insured separately even if the beneficiary has other deposit accounts.
Also, the deposit insurance covers separate deposits in different banks. The insurance applies per bank for each ownership category. So, if you open four savings accounts in four different banks and deposit $250,000 in each account, then the entire $1 million is insured. If your spouse or children do the same, you can easily have $2 million or more in savings fully insured. Still, if you and your spouse work together to spread accounts among multiple banks with diverse ownership categories in each bank, there’s effectively no overall dollar limit on the amount of insured deposits you can have. Of course, there are practical limits in terms of juggling multiple deposits in multiple banks. The FDIC rules are complicated and best discussed with your banker or financial adviser. Yet without much work you can have multimillion-dollar amounts in savings that are fully insured. Spreading your savings among several banks also reduces your risk, because even if one bank fails, the others may remain solvent.
Another strategy is to buy U.S. Treasury bills. These are the shortest maturities the Treasury offers and can be as short-term as four weeks, three months, or six months. There is practically no credit risk and almost no volatility because of the short maturities.
The Treasury bills can be held at a reputable brokerage firm. Brokerage firms are not banks; they are regulated by the SEC and offer SIPC (Securities Investor Protection Corporation) insurance on customer funds. Most important, brokers must maintain strict segregation between customer funds and the broker’s proprietary funds. This segregation has been violated a few times, as in the case of MF Global in 2011, yet that is quite rare. Even then, the customer funds were ultimately restored. If your broker fails, your segregated Treasury bills and other assets will simply be transferred by a receiver to another solvent broker. You’ll wake up with a new brokerage account, but you will not have lost your money or securities.
Finally, it’s a good idea to keep some of your cash…in cash. This means physical currency, usually in the form of $100 bills. You don’t want too much. Ten thousand dollars may be the right amount. A stash of $100,000 will get you through any power outage. Season to taste and keep it in a safe place. The best security is not to tell anyone you have it.
Savers are often shocked to learn that withdrawing cash from the bank is not as easy as it sounds. After all, it’s your money. Not really. It’s the bank’s money; you’re just a depositor. To get cash you may have to ask for it in $1,000 or $2,000 increments. Once you get over $3,000 per withdrawal, the bank may file a Suspicious Activity Report (SAR) with the U.S. Financial Crimes Enforcement Network (FinCEN), located in northern Virginia. That depends on the frequency of the withdrawals and how well your banker knows you. At $10,000, the bank must file a mandatory Currency Transaction Report (CTR) with FinCEN (some exceptions apply for certain commercial businesses). FinCEN holds these reports in digital form alongside those of terrorists, money launderers, and cartel members.
Using AI, FinCEN can create a digital profile of you that includes other information such as social media posts, political contributions, charitable contributions, residence, and more. Based on that, FinCEN or the FBI can determine if you fit the description that President Joe Biden offered in his speech in Philadelphia on September 1, 2022, the one with the Leni Riefenstahl–inspired bloodred lighting and set direction.[11] Biden referred to half the U.S. electorate as embracing “an extremism that threatens the very foundations of our republic.” He said half the voters are “a threat to this country” and “do not believe in the rule of law.” He then went on to quote a federal judge who called half the voters a “clear and present danger” to democracy. Biden offered more pejoratives. Without reciting them all it’s clear he branded half the electorate as state enemies not far removed, if at all, from terrorists. Biden was referring to conservative Republicans. If you fit the profile, you should act like you have a target on your back in the eyes of FinCEN and the FBI. AI is the preferred tool of these agencies for targeting political opponents for surveillance or predawn no-knock raids. SARs and CTRs are building blocks for the profiling. Of course, this kind of AI-enabled government surveillance gets worse with the introduction of central bank digital currencies (CBDCs), a digital dollar recorded on a government ledger that would reveal which books you buy, which church you attend, and what clothes you wear. That information may be known to private vendors on a fragmented basis today, but the advent of CBDCs arrays it on a centralized basis in government hands.
The only way to get large amounts of cash, say $100,000, is with patience and in small increments over the course of a year or more. This approach is another way in which accounts at multiple banks may be useful in addition to increasing deposit insurance coverage. Or you can bite the bullet and make a single large withdrawal and simply accept the potential consequences of a CTR filed in FinCEN.
An alternative to cash as a way to preserve wealth and avoid the AI dragnet is physical gold or silver bullion. Gold in the form of one-ounce coins (worth about $2,300 each as of this writing) or one-kilo bars (worth about $75,000 each as of this writing) is an excellent way to store and preserve wealth. Silver also comes in one-ounce coins (worth about $28 each as of this writing) and one-kilo bars (worth about $900 each as of this writing). Over long periods of time, both gold and silver are robust to inflation and monetary crises. The government cannot steal your wealth through inflation or taxation of inflationary gains while you hold it. Another benefit of gold and silver in a world of AI is that both are physical, not digital. There is no government reporting of purchases and sales of gold or silver. Online purchases might be tracked through the internet, but over-the-counter purchases from a reliable physical dealer in your vicinity will not be tracked. Gold and silver coins do not have serial numbers. Gold and silver bars may have stamps of the refinery, assayer, dealer (usually a big bank), and serial number, yet all of those are easily erased with mild heat or slight buffing (gold and silver are both relatively soft metals and can easily be worked). For coins, stick to gold and silver American Eagles from the U.S. Mint, based on purity and reliability. Store your metals privately with a reputable firm such as Brink’s, Loomis, or GardaWorld. Under no circumstances should you store gold or silver in a bank safe-deposit box. That’s the first place government agents will go when the time comes to confiscate nondigital money.
A decision on whether to hold gold or silver turns on more than just current or expected prices. There’s a practical aspect. If the digital monetary system collapses either through panic, rogue AI, or natural disaster, citizens will move quickly to bestow monetary properties on alternate media. Wooden nickels that were widespread in the Great Depression are a good example of how adaptive citizens can be when conventional money is scarce or worthless. Gold and silver coins will be the logical candidates as a medium of exchange. A gold coin worth $2,300 (or higher if inflation sets in) is too high a denomination for everyday transactions such as gas and groceries. (There are quarter-ounce gold American Eagles available, modeled on the classic British gold sovereign, but even those are worth $700 or more each.) This is where silver shines. A one-ounce silver coin is the right denomination for modest purchases needed to feed your family or buy clothes. The best way to purchase silver for this purpose is to buy a so-called Monster Box from the U.S. Mint. It comes as a heavy-duty plastic case, colored Treasury green and bound by compression straps. Inside are five hundred one-ounce silver coins stored in twenty-five plastic sleeves of twenty coins each. The current market value for one box is about $15,000. Your Monster Box can sit beside your flashlight, water, and first aid kit ready for whatever crisis comes along.
So, that’s the menu. Multiple accounts in multiple banks by you and your spouse, plus Treasury bills in a brokerage account, plus AI-proof physical cash, and allocations to physical gold and silver. That list allows you to store millions of dollars of wealth without fearing a collapse like the one caused by SVB. There will be other collapses. The time to get started on this wealth preservation plan is now, before AI surveillance cuts off all avenues of escape.
In the end, these hard asset and cold cash strategies only go so far. The trend toward money as an aural asset has crossed a critical threshold and is irreversible. This trend can take two paths. The first is greater application of government-controlled AI/GPT in the form of mandated use of CBDCs, total surveillance through geolocation and complete access to personal transaction ledgers, and profiling to identify enemies of the state or even cases of mild nonconformity (such as refusal of mRNA injections). Bank account freezes aimed at nonviolent Canadian trucker protesters in the 2022 Freedom Convoy presage this AI-assisted expropriation. This world will resemble Orwell’s Nineteen Eighty-Four dystopia, with digital erasure of citizens in place of the memory hole. China and Canada are close to this stage, with the U.S. and Europe catching up quickly.
The second path, more likely given the dynamic course of complex systems when the required energy (in any form, including money) exceeds available energy, is societal collapse. In this world, digital money may become inoperative as power grids collapse. Hard assets may persist as a form of wealth, yet money will be superseded by credit in the form of spoken promises. The phrase “his word is his bond” will be more than a cliché, it will be the literal basis for commerce. This was true among sixteenth-century banking families, where a promise given in Florence was redeemable in London with little or no paperwork and no communication before the arrival of the beneficiary. Silk Road caravans worked the same way, where the consignment of goods without payment by a trader in Samarkand was redeemed a year later in gold on the headman’s return from Constantinople. Money was incidental. Trust was all.
Money will be a sound. Whether it’s the sound of a trusted voice or that of a government bot remains to be seen.
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National Insecurity
Nuclear weapons are intrinsically neither moral nor immoral, though they are more prone to immoral use than most weapons.



—HERMAN KAHN, Hudson Institute (1984)[1]










One of the most dangerous forms of human error is forgetting what one is trying to achieve.



—PAUL NITZE AND MICHAEL STAFFORD, Washington Post (1991)[2]










Fail Safe
Nuclear war fighting is in the air. The subject is receiving more attention today than at any time since the 1962 Cuban Missile Crisis and its aftermath. There are three reasons for this. The first is American accusations that Russia would escalate to use nuclear weapons as it grew more desperate in its conduct of the war in Ukraine. These accusations are risible now that Russia is winning the war with conventional arms. Still, the threats and counterthreats were enough to put the topic in play.
The second reason is the war between Israel and Hamas. Again, escalation is the concern. One not implausible scenario has Hezbollah in southern Lebanon opening a second front on Israel’s northern border with intensive missile bombardment. Houthi rebels in Yemen would join the attack. Because Hezbollah and the Houthis are both Shia Muslims and Iranian proxies, Israel would attack Iran as the source of the escalation. Israel is a nuclear power. With U.S. aircraft carrier battle groups and nuclear attack submarines in the region, and with nuclear powers Russia and Pakistan standing by to assist Iran, the prospect of escalation to a nuclear exchange is real.
The third reason is artificial intelligence and GPT output. AI/GPT may be the greatest threat of all because it has an internal logic that is inconsistent with the human logic that has kept the nuclear peace for the past eighty years.
While nuclear war fighting was not much discussed publicly in the post–Cold War world, it was a dominant theoretical and policy topic from the first use of atomic bombs in 1945 through the Cold War heyday of the 1950s, 1960s, and 1970s. Physicists including Albert Einstein and Robert Oppenheimer and early Cold War presidents Harry Truman and Dwight Eisenhower all recognized the power of nuclear weapons to destroy life on earth. Yet, it was game theorists, mathematicians, and political scientists who worked out strategies for the development and deployment of nuclear weapons. The great irony was that nuclear war had to remain a real possibility in order to avoid nuclear war.
The leading theorists in this field were Herman Kahn, John von Neumann, Albert Wohlstetter, Roberta Wohlstetter, Paul Nitze, and Henry Kissinger. Von Neumann was a mathematician and physicist who invented game theory. Nitze and Kissinger were policy analysts and senior government officials who guided nuclear weapons policy through the Cold War. Nitze is known for his 1982 “walk in the woods” with Soviet ambassador Yuli Kvitsinsky, during which they discussed nuclear arms limitation concessions. That walk opened the way to the successful 1986 Reykjavík Summit between Ronald Reagan and Soviet leader Mikhail Gorbachev.
Of these nuclear theorists and policymakers, the most influential was Herman Kahn. His principal works on the topic were On Thermonuclear War (1960) and Thinking about the Unthinkable (1962). Kahn took von Neumann’s game theory and combined it with systems theory (a forerunner of artificial intelligence) to create the field of scenario planning. He was the thought leader in both the doctrine of mutual assured destruction (MAD—the idea that if two powers had ample nuclear weapons, neither side would attack because the attacker would be annihilated in turn by the target country) and the ancillary doctrine of second-strike capability (a nuclear power should have enough weapons to survive a first strike so it could launch a second strike if attacked; the second-strike capability would deter the first strike). Both MAD and the second-strike doctrine have been widely criticized because they involved increasing arsenals of nuclear weapons in the early decades of the Cold War. Kahn was satirized as Dr. Strangelove in the eponymous 1964 film by Stanley Kubrick.
The nuclear arms race was not tamed until 1972 with the signing of the Anti-Ballistic Missile (ABM) Treaty and the SALT I Treaty, which restricted nuclear missile silos and submarine-launched missile tubes. SALT II, the START Treaty, and the Intermediate-Range Nuclear Forces Treaty followed over the next twenty years. Notwithstanding the criticisms, MAD and second-strike capability have maintained nuclear peace and stability for eighty years and remain components of current nuclear war fighting strategies. Far from being a warmonger, Kahn and his willingness to confront the harsh realities of nuclear weapons helped to keep the peace.
Kahn’s most relevant contribution in the context of today’s artificial intelligence is his theory of escalation. The theory was published in 1962 in the form of a sixteen-step escalation ladder. It was expanded in 1965 to a more detailed forty-four-step process.[3] The importance of Kahn’s escalation ladder in a world of AI is that it closely resembles the way AI systems themselves are designed.
AI systems are built in what are called layers. Each layer has its own input nodes that receive raw data in digital form from sources pertinent to the desired output. Those nodes process the data using mathematical algorithms that look for correlations, which can sometimes be so obscure that humans cannot find them. The input node then provides outputs that are distributed among one or more intermediate nodes, and the analytic process is repeated (with different algos) until a single output node produces a result. That output then becomes the input at a higher layer of the overall structure. At the higher level, the process of gathering inputs and processing them through successive input/output nodes is repeated. Finally, after this processing passes through three, four, or more layers (each of which may have thousands of nodes receiving billions of data points), a final output node produces the desired result. This final output may be expressed probabilistically (an 80 percent chance of war between the U.S. and Iran) or more categorically (Russia will use nuclear weapons to defend Iran’s interests in the Middle East). This entire input/output array is often presented horizontally, moving from left to right, but can just as well be presented vertically in the form of a cascade of data from top to bottom.
In 2009, I delivered a talk at a risk symposium in Santa Fe hosted by the Los Alamos National Laboratory. While there, I traveled with a small group to the laboratory itself, forty miles distant through the desert. The classified discussion involved the use of artificial intelligence to simulate nuclear explosions without actually detonating a nuclear device (prohibited by the nuclear test ban treaty). The AI matrix presented was in the form of a vertical cascade, with outputs becoming inputs at successively lower layers of nodes. The math inside the nodes varies and the input/output weights are continually tweaked using gradient descent through back propagation, a feature of machine learning mentioned in chapter 1. In such models, layers can vary in depth. Subject to variations of that sort, there’s little difference among all AI models in basic engineering terms.
Such structures and applications were old news to Kahn, although he did most of the engineering in his head rather than in the form of computer code. Kahn’s escalation ladder can be viewed as a vertically layered cascade of input/output nodes. Each node processes factors (inputs) and impacts the next node (outputs). Kahn’s steps on the ladder were not originally reduced to mathematical operations. Today, they are easily expressed as nodes with weights and vectors.
Here are some of Kahn’s forty-four steps, using his original numbering sequence:
	Ostensible Crisis



	Political, Economic and Diplomatic Gestures



	Hardening of Positions—Confrontation of Wills



	Significant Mobilization



	“Legal” Harassment—Retortions



	Super-Ready Status



	Large Conventional War (or Actions)



	Declaration of Limited Conventional War



	Barely Nuclear War



	Nuclear “Ultimatums”



	Limited Evacuations (20%)



	Spectacular Show or Demonstration of Force



	“Justifiable” Counterforce Attack



	“Peaceful” World-Wide Embargo or Blockade



	Local Nuclear War—Exemplary



	Declaration of Limited Nuclear War



	Formal Declaration of “General” War



	Slow-Motion Countercity War



	Civilian Devastation Attack



	Spasm/Insensate War




Kahn wrote this in a generalized fashion; any particular confrontation will have its unique elements and sequence. The message of Kahn’s structure is that in order to avoid nuclear war, one must avoid escalation. Nuclear war fighting experts agree that the use of nuclear weapons without an immediate existential threat or a course of escalation is almost unimaginable. Instead, their use would be the endgame of a protracted war such as the U.S. atomic war on Japan from August 6 through August 9, 1945, or the result of relentless escalation that left participants seemingly with no choice but to use nuclear weapons.
The paradigmatic escalatory case is the Cuban Missile Crisis from October 14 through 28, 1962. The precursors included the U.S. installation of nuclear missiles in Turkey and Italy in 1961, and the failed U.S. invasion of Cuba at the Bay of Pigs in April 1961. The Soviet Union responded by placing medium- and intermediate-range nuclear missiles in Cuba in the summer of 1962 to deter future invasions by the United States. On October 14, 1962, a U-2 spy plane recorded photographic evidence of the Soviet missile facilities. President Kennedy promptly assembled his top national security advisers as the Executive Committee of the National Security Council (EXCOMM) and ordered a naval quarantine of Cuba on October 22, 1962. The U.S. also demanded that nuclear missiles already delivered to Cuba be removed. In Kennedy’s address to the nation that evening, he said, “It shall be the policy of this nation to regard any nuclear missile launched from Cuba against any nation in the Western Hemisphere as an attack by the Soviet Union on the United States, requiring a full retaliatory response upon the Soviet Union.” By equating an attack on the Western Hemisphere as an attack on the United States, Kennedy deftly invoked the Monroe Doctrine. Kennedy had now taken the world to the brink of nuclear war.
Following several days of high-stakes negotiations and back-channel contacts, a message from Soviet leader Nikita Khrushchev to President Kennedy was delivered on October 26. It read in part, “We and you ought not now to pull on the ends of the rope in which you have tied the knot of war, because the more the two of us pull, the tighter that knot will be tied…. If there is no intention to tighten that knot and thereby doom the world to the catastrophe of thermonuclear war, then let us not only relax the forces pulling on the ends of the rope, let us take measures to untie that knot. We are ready for this.” If Kennedy had escalated to the brink, Khrushchev had now opened the door to de-escalation. In the end, the U.S. secretly agreed to remove its missiles from Italy and Turkey and the Soviet Union agreed to remove its missiles and several light bombers from Cuba. The U.S. also agreed not to invade Cuba. Khrushchev publicly announced the agreement on October 28, 1962, and Kennedy quickly added his concurrence. The missiles in Cuba were finally removed on November 20 and the U.S. ended the quarantine. Nuclear war had been averted but just barely.
The sequence of the Cuban Missile Crisis adheres closely to a number of steps on Kahn’s ladder, including step 4 (Hardening of Positions), step 11 (Super-Ready Status), and step 20 (Embargo or Blockade). As noted, every escalatory dynamic follows its own path. Parties can skip certain steps, move away from escalation, and be at different points on the ladder in an asymmetric confrontation. Still, Kahn’s framework is a powerful reminder that all the escalatory paths end with insensate nuclear war.
Putting Kahn’s ladder into an artificial intelligence model is a straightforward exercise. This has already been done as a tool to analyze risks of escalation in cases involving Iran, North Korea, Russia, and China. The difficulty is that the steps in the ladder were devised using certain assumptions about rational actors on both sides and relatively good if not perfect reciprocal information on the goals, intentions, and priorities of the adversaries. The basic belief is that no one wants a nuclear war that produces annihilation for both sides. (Of course, this leaves open the possibility that one party might pursue a nuclear war they thought they could win.) A nuclear war might occur nevertheless through misunderstandings, bad information, misreading of intentions, or irrational actions. By delineating the steps, Kahn hoped to create an intellectual early-warning system that would caution leaders to pause or de-escalate once they started down the path to war. The ladder also implies a critical threshold that, once passed, creates its own dynamic toward total nuclear war despite the implied warnings. All nuclear war fighting theorists, Kahn included, reached the same conclusion on the subject of escalation: Don’t go there. Kahn’s contribution was to make the steps more numerous and specific.
AI makes the Kahnian ladder more difficult to navigate. All warfare is shrouded in what the Prussian theorist Carl von Clausewitz called a “fog of greater or lesser uncertainty,” later shortened to the “fog of war.” It refers to the opacity in situational awareness that confronts all participants in military confrontations, including early stages of escalation. A great literary example is Stephen Crane’s war novel, The Red Badge of Courage. While acclaimed for its realism and use of color, at no point in the novel does Crane ever name the battle itself, its location, or its commanding officers. The protagonist, Henry Fleming, experiences intense emotional and psychological conflicts and does not seem to know exactly where he is, where he’s going, or what comes next. That’s the fog of war, and it affects every battle participant from private to commander in chief.
AI creates its own fog. The more sophisticated the algorithms, the less developers and engineers understand how the output emerges. This is especially true in what nuclear war theorists call fourth-generation doctrine, a reference to theories of nuclear war and deterrence that have evolved since the Cold War. Independent of AI, the battle space has become far more complex. Instead of a bipolar world (the U.S. and a few allies on one side, the Soviet Union, later Russia, on the other) we have a multipolar landscape, with North Korea, Pakistan, India, China, and Israel firmly in the nuclear-armed arena and Iran getting close to that status. Instead of nuclear deterrence resting on second-strike capability, we have a world where a religiously zealous nation like Iran might launch a first strike on a religiously cohesive nation like Israel without regard either to Israel’s second-strike capability or to possible retaliatory strikes by the U.S. Instead of a world where attacks on nuclear weapons systems almost always required the use of nuclear weapons, we now confront the possibility of disabling strikes on nuclear launch sites with nonnuclear means, including cyberattacks, drones, laser weapons, hypersonic missiles, and space-based systems. What is the meaning of a nuclear second strike when there has been no nuclear first strike? China formally adheres to a MAD deterrence paradigm yet is highly insecure in its second-strike capacity because of its relatively small size and new asymmetric means of disabling it.
AI both facilitates these new capabilities (such as precision drone targeting based on acute visual and electronic surveillance) and enhances the kill-chain decision-making process with deep layers of machine learning and predictive analytics. This points to a theoretical dichotomy in the use of AI for nuclear war fighting. It is relatively straightforward to harness AI for analysis of an escalating crisis using deep neural networks, millions of parameters taking into account far more factors than any team of human analysts could process, and lightning-fast computation and output. The other role for AI is to be inserted in the chain of command, offering launch recommendations or actually conducting a launch based on preprogrammed instructions. While this dichotomy receives attention by experts, it may not matter in practice. If AI reaches the conclusion that an adversary is about to launch a first strike, what commander or policymaker could resist ordering a preemptive first strike on the adversary? Conversely, if AI in the kill-chain can automatically launch retaliatory missiles (something the Russians have implemented in specific circumstances under its Perimeter, or “Dead Hand,” protocol), would a human commander necessarily have reached a different conclusion? In fact, using AI in nuclear escalatory dynamics can both reduce danger (by offering expert interpretation beyond the capabilities of human analysts) and increase danger (by offering “black box” conclusions and eliminating human traits such as empathy, cultural understanding, and risk-reducing gut instincts).
Increasing risks of nuclear war from AI applications are not limited to sophisticated algos in the kill-chain that produce unexpected results. Some of the adverse consequences of AI could involve mundane causes such as misunderstandings, misapprehensions, and mistakes. Nuclear deterrence, which comes down to a decision not to launch a first strike for fear that the adversary’s second strike will be devastating, relies above all on the behavioral psychology of the human antagonists. The perception that an adversary actually has a second-strike capability is a rational calculation. The belief that an adversary will launch a second strike is also a rational belief. The presumed rationality of an opponent in addition to oneself is the bedrock of MAD. Any element that distorts or degrades reliance on rationality is destabilizing.
The obvious destabilizing case consists of nonrational actors in the kill-chain such as ayatollahs in Iran. AI can introduce similar elements. If an adversary is bluffing through an escalatory step in order to receive some concession from a target nation, a human might infer the bluff and take palliative steps without further escalation, while remaining on guard. AI lacks such nuanced understanding of human motives. It would see escalation as escalation (steps on the ladder) and simply recommend further escalation, moving both sides closer to a use-it-or-lose-it launch scenario. In this sense, AI can make nuclear war more likely.
A description of the U.S. nuclear kill-chain during the Cold War is instructive. An ICBM launch panel had two launch buttons manned by two soldiers. Both buttons had to be activated at the same time to launch the missile. The buttons were separated in such a way that no one person could activate both at the same time. The soldiers had to act in a coordinated manner upon the receipt of appropriate orders. Two naval officers were standing behind the soldiers. If the soldiers went rogue or tried to launch the missile without orders, the naval officers had orders to kill the soldiers immediately. There were two marines stationed in a corridor outside the launch room. If the marines detected coordination among the sailors and soldiers to launch the missile outside the chain of command, their orders were immediately to kill all of them. There’s nothing artificial about this kind of control.
The paradigmatic portrayal of an accidental nuclear war is the 1964 film Fail Safe. In the film, U.S. radar detects an intrusion into U.S. airspace by an unidentified but potentially hostile aircraft. The U.S. Air Force soon determines that the aircraft is a civilian airliner. In the meantime, a computer responding to the intrusion erroneously orders a U.S. strategic bomber group, led by Colonel Jack Grady, to commence a nuclear attack on Moscow. (The film uses the fictional term “Vindicator” to describe the aircraft carrying out the attack. The description offered comes closest to that of the B-58 used to carry nuclear weapons from 1960 to 1970. In reality, the most likely bomber to receive this order in 1964 would have been the swept-wing, eight-engine B-52 Stratofortress, first deployed in 1955 and still in use today. Since the end of the Cold War, the B-52 has been joined by the B-2 Stealth Bomber as the airborne component of the U.S. nuclear triad.)
U.S. efforts to rescind the order and recall the bombers fail because of Soviet jamming of radio channels. The president orders the military to shoot down the bombers, and fighter jets are scrambled for that purpose. The fighters use afterburners to catch the Vindicators, but they fail and the increased fuel consumption causes them to plunge into the Arctic Sea.
The president next communicates with the Soviet premier, who agrees to stop the jamming. The president speaks with the Vindicator group leader to call off the attack, but the crew was trained to disregard the pleas as a Soviet ploy. The U.S. then offers the Soviets technical assistance in helping to shoot down the bombers. The Vindicators are all shot down except for the lead bomber. The president puts Colonel Grady’s wife on the radio; Grady hesitates but is soon preoccupied with evading Soviet missiles. He then decides his wife’s voice is another deception.
Anticipating the worst and seeking to avoid a full-scale nuclear war, the president, though he knows the First Lady is there, orders a U.S. nuclear bomber to fly over New York City. In the end, Moscow is destroyed by a U.S. nuclear weapon and the president orders a nuclear bomb to be dropped on New York, using the Empire State Building as ground zero. The expectation is that the sacrifice of New York in exchange for Moscow will end the escalation, but that is not portrayed in the film. The next step is left in doubt.
Although Fail Safe is sixty years old, the issues raised and some of the plot twists are strikingly contemporary. The computer error that causes the attack in the film is never explained technically, yet that’s not highly relevant. Computer errors occur all the time in critical infrastructure and can cause real harm, including power blackouts and train wrecks. Such computer errors are the essence of the debate over AI in strategic systems today. AI in a command-and-control context can either malfunction and issue erroneous orders as in Fail Safe or, more likely, function as designed yet issue deadly prescriptions based on engineering errors, skewed training sets, or strange emergent properties from conditions and correlations that humans can barely perceive.
Perhaps most resonant to contemporary audiences are the failed efforts of the president and Colonel Grady’s wife to convince the Vindicator commander to call off the attack. Grady was trained to expect such efforts and to treat them as deceptions. Today, such deceptions would be carried out with deepfake video and audio transmissions of the kind described in chapter 1. Presumably the commander’s training and dismissal of the pleas would be the same despite the more sophisticated technology behind them. Technology advances, yet aspects of human nature remain the same.
Another misunderstanding, this one real, not fictional, that came close to causing a nuclear war was a 1983 incident code-named Able Archer 83.
In the early 1980s, the KGB, the lead intelligence service of the Soviet Union, was deeply concerned about the possibility of a nuclear first strike on their territory by the United States. At the time, Leonid Brezhnev was general secretary of the Communist Party of the Soviet Union and Yuri Andropov was head of the KGB. Andropov’s fear of a nuclear first strike by the U.S. was based in part on the 1980 election of Ronald Reagan and Reagan’s plan to install Pershing II intermediate-range missiles in Europe.
Those missiles could be armed with nuclear warheads and could strike the Soviet Union within minutes of being launched. This put Soviet forces on a hair-trigger alert. They adopted a “launch on warning” posture. This meant that as soon as credible evidence of a planned first strike was discovered, the Soviet Union would launch its own first strike to avoid destruction of its forces and possible surrender to the U.S. The irony was that the U.S. had no actual plans to launch a first strike, but the Soviet Union didn’t know that. Reagan’s speeches about the “evil empire” did nothing to calm Soviet concerns.
As a result of what was later called the “War Scare,” Andropov announced a massive intelligence collection effort to track the people who would be responsible for launching and implementing such an attack, along with their facilities and communications channels.
At the same time, the Reagan administration began a series of secret military operations that aggressively probed Soviet waters with naval assets and flew directly toward Soviet airspace with strategic bombers that veered away only at the last instant. These advances were ostensibly to test Soviet defenses but had the effect of playing to Soviet perceptions that the U.S. was planning a nuclear attack. Analysts agree that the greatest risk of escalation and actual nuclear war arises when perceptions of the two sides vary in such a way as to make rational assessment of Kahn’s ladder impossible. The two sides are on different paths, making different calculations.
Tensions rose further in 1983 when the U.S. Navy flew F-14 Tomcat fighter jets over a Soviet military base in the Kuril Islands and the Soviets responded by flying over Alaska’s Aleutian Islands. On September 1, 1983, Soviet fighter jets shot down Korean Air Lines Flight 007 over the Sea of Japan. A U.S. congressman was onboard.
On November 4, 1983, the U.S. and NATO allies commenced an extensive war game code-named Able Archer 83. This was intended to simulate a nuclear attack on the Soviet Union following a series of escalations. The danger was that the escalations were written out in the war game briefing books but not actually simulated. The transition from conventional warfare to nuclear war game was simulated. This came at a time when the Soviets and the KGB were actively looking for signs of a nuclear attack. The simulations involving NATO command, control, and communications protocols were highly realistic, including participation by German chancellor Helmut Kohl and UK prime minister Margaret Thatcher. The Soviets plausibly believed that the war game was cover for a real attack.
In the belief that the U.S. was planning a nuclear first strike, the Soviets determined that their only course to survive was to launch a preemptive first strike of their own. They ordered nuclear warheads placed on Soviet Air Force strategic bombers and put nuclear attack aircraft in Poland and East Germany on high alert.
This real-life near nuclear war has a backstory that is even more chilling. The Soviets had previously built an early-warning radar system with computer linkages using a primitive kind of AI code-named Oko. On September 26, 1983, less than two months before Able Archer 83, the system malfunctioned and reported five incoming ICBMs from the United States. Oko alarms sounded and the computer screen flashed “LAUNCH.” Under the protocols, the “LAUNCH” display was not a warning but a computer-generated order to retaliate.
Lieutenant Colonel Stanislov Petrov of the Soviet Air Defense Forces saw the computer order and had to choose immediately between treating the order as a computer malfunction or alerting his senior officers, who would likely commence a counterattack. Petrov was Oko’s codeveloper and knew the system made mistakes. He also estimated that if the attack were real, the U.S. would use far more than five missiles. Petrov was right. The computer had misread the sun’s reflection off nearby clouds as incoming missiles.
Given the tensions of the day and the KGB’s belief that a nuclear attack could come at any time, Petrov risked the future of the Soviet Union to override the Oko system. He relied on a combination of inference, experience, and gut instinct to disable the kill-chain. The incident remained secret until well after the end of the Cold War. In time, Petrov was praised as “the Man Who Saved the World.”
Able Archer 83 also ended without further escalation. Once the U.S. became aware that Soviet forces were on nuclear alert, U.S. Air Force Lieutenant General Leonard H. Perroots took the decision not to place NATO forces on a high state of readiness. This would have given the Soviets a critical edge if they had decided to launch a preemptive first strike. Still, it decreased the odds of such a first strike by offering real-world evidence that NATO was not escalating to an attack stage on its own. Perroots, like Petrov, made the right decision. The Soviets waited out the Able Archer 83 exercise and by November 11, 1983, when the simulation ended, both sides were able to end their heightened state of alert and revert to a normal state of readiness.
This sequence of events—an aggressive posture adopted by the Reagan administration beginning in January 1981; a fearful, almost paranoid response initiated by the Soviet Union in May 1981; the Able Archer 83 near start of a preemptive nuclear strike by the Soviets in November 1983; and Perroots’s stand-down decision, which de-escalated the danger—has strange parallels to today’s potential AI use in the kill-chain, and contains critical lessons regarding that use.
The AI aspect of the Able Archer 83 crisis began with the Soviets’ use of a primitive (by today’s standards) form of AI in a computer program called VRYAN (a Russian acronym for Sudden Nuclear Missile Attack) developed by the KGB. The existence of VRYAN, and its interaction with Perroots’s decision, was fully disclosed to the public only in 2015 with the declassification of a report from the President’s Foreign Intelligence Advisory Board (PFIAB) that was written in 1990 and classified above top secret.[4] The PFIAB report described VRYAN as follows:
As for the VRYAN computer model…“KGB analysts working on VRYAN operated under the premise that the United States, when it had decisive overall superiority, might be inclined to launch an attack on the Soviet Union. In light of this assumption and because the program was supposed to determine in a quantifiable way, when such a situation might be approaching, they believed it could provide strategic warning when the USSR was in a critically weak position relative to the United States, and conditions therefore were potentially conducive to a US attack. These views reflected a widespread Soviet belief that definitive US superiority over the Soviet Union was inherently unstable.”[5]
VRYAN took about forty thousand military, economic, and political inputs and computed the relative strength of the Soviet Union compared to the United States expressed as a percentage output. The model had a value of 100 percent for equivalence of the USSR to the U.S. The Soviet leadership was comfortable that the U.S. would not launch a nuclear first strike if the USSR could maintain a value of 60 percent, although they viewed 70 percent as providing a more comfortable margin. A VRYAN output of 40 percent was considered the critical threshold at which the U.S. might feel it could launch a first strike with acceptable risk that the Soviets would not be able to mount a successful second strike. VRYAN output was in steady decline in the dangerous period from 1981 to 1984 (by 1984, the VRYAN output had declined to 45 percent).
The VRYAN AI system relied on by the KGB and the Soviet Politburo was an important factor in the Brezhnev and Andropov decision in 1981 to vastly increase intelligence collections aimed at detecting preparations for a first strike by the United States. In fact, the U.S. was rehearsing a nuclear first strike at the same time as the KGB was looking for evidence of a nuclear first strike. Able Archer 83 provided the KGB with more than enough reason to suspect the U.S. was indeed preparing for a first strike under cover of a war game. Brezhnev died in November 1982 and Andropov took over as head of the Soviet Union. This led to even more emphasis inside the KGB on intelligence related to U.S. nuclear intentions. Andropov himself died in February 1984 from kidney failure. He was succeeded by Konstantin Chernenko, who died in March 1985. The deaths of three Soviet leaders in less than three years added to the turmoil around nuclear war fears.
VRYAN’s AI output was compounded by massive U.S. intelligence failures regarding Soviet intentions. U.S. intelligence analysts assumed that the future would resemble the past, and that Soviet alerts were really propaganda designed to halt the U.S. deployment of Pershing II intermediate-range nuclear missiles in Europe. U.S. analysts were also guilty of what’s called “mirror imaging”—the belief that because you know something, your opponents must know it too and share your view on how to proceed. In this case, the Americans assumed that because they had no intention to launch a first strike, the Soviets must understand that intention and would therefore have no cause for concern. In fact, the Soviets had the opposite view, based in part on VRYAN AI output.
Even Lieutenant General Perroots’s decision not to escalate NATO readiness during Able Archer 83—which arguably averted World War III—was formally criticized by the PFIAB report. The report said Perroots’s decision was “fortuitous, if ill-informed” and went on to say with regard to Perroots and his staff, “These officers acted correctly out of instinct, not informed guidance, for in the years leading up to Able Archer they had received no guidance as to the possible significance of apparent changes in Soviet military and political thinking.”[6] Put differently, Perroots made the right decision for the wrong reasons. He relied on gut instinct instead of existing policy. If he had pushed his decision up the chain of command, the outcome could have been catastrophic.
A nuclear war in 1983 would have been the result of an AI system that lacked intuition (VRYAN) interacting with a chain of command (Perroots’s superiors) who discarded gut instinct in favor of flawed analysis including mirror imaging. That is exactly the danger that confronts us today.
The Oko case in September 1983 was a computer malfunction that started the attack sequence. That bears a close resemblance to the Fail Safe plot twenty years earlier. The November 1983 Able Archer 83 incident was a case of mismatched perceptions. NATO commanders did not understand that what they viewed as a routine war game could be misread as a planned attack. The U.S. did not grasp how anxious and insecure the Soviets were. For their part, the Soviet preoccupation with a possible U.S. first strike played into a classic case of confirmation bias, where events are processed selectively to fit a preconceived narrative. In both cases, it was human common sense—Petrov’s decision to ignore a launch order, and Perroots’s decision not to escalate in the face of Soviet escalation—that defused the situation. Two officers in critical situations defied standard operating procedures and prevented nuclear wars.
The 1962 Cuban Missile Crisis came well before the current age of AI, yet computers were in use and technology played a critical role in the form of U-2 spy plane photos that showed Soviet missile installations in Cuba. Protocols and standard operating procedures were in place, including Kennedy’s distinction between a naval “blockade” (an act of war) and a “quarantine” (something less) with a view to avoiding escalation. Still, it was human judgment as displayed in Khrushchev’s letter to Kennedy and Kennedy’s decision to remove U.S. missiles from Turkey and Italy that defused the crisis. Again, human judgment, not computers and processes, avoided nuclear war. It’s instructive that the one case, albeit fictional, in which nuclear war resulted was Fail Safe, where a computer malfunction had the last word and attempts at human intervention by the president and the commander’s wife failed due to strict adherence to protocols. There were no Petrovs or Perrootses in the cockpit.
The lessons for nuclear war fighting in the age of AI are obvious. Delegation of attack decisions to AI, however sophisticated, greatly increases the risk of nuclear war. In fact, the deeper the neural network and the more intensive the course of machine learning, the more likely it is that humans will rely on the system to their detriment. As in the case of market behavior examined in chapter 1, humans anthropomorphize the robots and give them more credit than is warranted based on their supposed sophistication. Humans tend to overlook repeated errors and the tendency of AI systems to move up the escalation ladder autoregressively without accounting for bluff, fear, anxiety, mistakes, or simple misperception of motives. AI systems will weigh the benefits of a preemptive first strike compared to a second strike without considering whether an adversary’s first-strike threat is even real.
Removing AI from the kill-chain and relegating it to an advisory role based on superior processing power and analytical ability is not a satisfactory solution. Commanders can be like patients looking for second opinions, but with minutes, not weeks, to find them. With an AI system recommending an attack when the fog of war is thickest and the destruction of a nation appears imminent (yet may not be), pervasive fear can carry the day. This scenario is highly likely because AI systems are designed to produce probabilistic outputs using many of the same inputs a commander is simultaneously considering, thereby feeding confirmation bias at the expense of unconventional or rare intellection.
This critique of AI in relation to nuclear war fighting may not matter. It’s coming anyway. In fact, a kind of AI arms race has broken out between the United States and China that will no doubt come to include other nuclear powers such as Russia, India, Pakistan, and Israel. There’s evidence that the more insecure a nuclear power is, the more it will be attracted to AI as a way to level the analytical playing field. China is a case in point. The U.S. has 5,244 nuclear warheads compared to 500 for China. China’s nuclear arsenal is large enough to destroy much of life on earth. Still, it may not be enough to survive a first strike by the U.S. In these circumstances, China will require all of the analytical warning capacity it can create using advanced AI systems. The use of AI by China also fits well with its highly centralized top-down decision-making process, in which the ability to launch missiles is not delegated far down the chain of command (if at all), and where its understanding of foreign cultures, especially that of the U.S., is not nuanced at all. This puts China in a binary use-it-or-lose-it posture where AI advice would be welcomed by the leadership.
The result for the United States, given the Chinese condition, is that the U.S. will not avoid using AI either. The U.S. military and the Defense Advanced Research Projects Agency (DARPA) have been working on innovative AI systems for years. These efforts are in addition to the civilian sector, which has created deeper and more complex models than the military. AI is a classic dual-use technology, where advances in civilian applications can readily be used in the military arena. This research is considered intrinsically valuable both because of the ability of AI to discover correlations beyond human capacity and because of its competitive necessity. No U.S. commander wants to fight a battle with the Chinese when China has advanced AI tools and we don’t. The same dynamic that drove the U.S. and Russia to stockpile thousands of nuclear warheads during the Cold War is now driving the U.S. and China (and others) to deploy progressively more complex AI systems. It’s not that the two sides don’t recognize the dangers; it’s that neither side wants to be left behind. The adversaries will try to reap the benefits from AI while mitigating the dangers. The ultimate catastrophe comes when the AI controllers realize too late that they don’t understand how great the dangers actually are.
AI escalation between the U.S. and China carries even greater dangers than the dynamic with Russia because the cultural gap is wider. While Russian civilization is different from Western civilization (a reality Russians understand well but Westerners scarcely comprehend), the commonalities, including important forms of Christianity and historical interactions, outweigh the differences and allow nuanced communications. In China’s case, the cultural, historical, and religious gap with the West is so wide (including the fact that China never developed a phonemic orthography) that reliance on person-to-person communication in the hope of avoiding misapprehension is misplaced. Reliance on AI systems is even greater because the cultural connection is not dense. In the end, escalation and nuclear war are more likely because AI lacks empathy.
The threat of nuclear war due to AI comes not just from the nuclear-armed powers but from third parties and non-state actors using AI to create what are called catalytic nuclear disasters. The term “catalytic” refers to chemical agents that cause volatile reactions among other compounds without themselves being part of the reaction. As applied in international relations, it refers to agents who might prompt a nuclear war among the great powers without themselves being involved in the war. That could leave the weak agent in a relatively strong position once the great powers have destroyed themselves.
The methods used in a catalytic nuclear attack are similar to those that might be used if nuclear powers were confronting one another directly. These include deepfakes, sham threats on social media by political leaders, hacking of command-and-control systems, false news about escalation and high states of alert, attacks by drones, and a variety of other techniques designed to create fear, misapprehension, and a needless sense of urgency driving further steps up the escalation ladder. Once the catalytic player has activated AI along these lines, the AI used by nuclear powers will interpret the signals not as manipulations but as real threats. That adversarial AI will then proceed by its own internal logic to recommend further escalation that nuclear commanders and leaders will be hard-pressed to ignore.
Another consequence of applied AI in the nuclear arena is the possibility that entire nuclear attack systems with deterrent effects may be rendered obsolete by AI systems in ways that destabilize the MAD framework. The United States relies upon a nuclear triad consisting of land-based intercontinental ballistic missiles (ICBMs), airborne strategic bombers, and submarine-launched ballistic missiles (SLBMs). This array is considered well suited to maintaining a second-strike capability since, for example, a first strike that disabled ICBMs would be met with a second strike from more mobile and harder to detect SLBMs. Russia also has triad capability yet relies more heavily on its land-based mobile launchers. The mobility of the launchers makes them less vulnerable to a first strike than the fixed-location silos of the U.S. ICBMs.
The peril posed is that systems of geospatial surveillance, electromagnetic communication detection, 5G, and space technology including GPS all amplified by AI could render both U.S. SLBMs and Russian mobile launchers highly vulnerable to nonnuclear threats, including FPV drone swarms, jamming, and false signals. Once any leg of the triad is wobbly, more weight is put on the remaining legs to maintain deterrence. This means shorter decision times and immense pressure to launch on warning (if indeed the warning is not fake) rather than wait out a first strike in reliance on an ability to second strike. Any development, including dual-use AI, that creates pressure to “use it or lose it” in terms of nuclear attack capacity increases the likelihood that the capacity will be used. AI may not improve decision-making so much as introduce a new player in the kill-chain that increases uncertainty and adds to the fog of war.
The U.S. intelligence community (IC) has recognized some of these dangers yet insists on moving ahead with the implementation of AI and “generative artificial intelligence” (GAI, a form of GPT) as quickly as possible. The U.S. open-source intelligence (OSINT) strategy recently released states: “The OSINT community should be at the forefront of the IC in testing the use of GAI and developing and evolving the tradecraft for its use.”[7] The strategy recognizes that “OSINT tradecraft and training must be updated and refined to mitigate the potential risks of GAI, including inaccuracies and hallucinations.”[8] This warning is made en passant. It is pale relative to the dangers of AI/GPT and will do nothing to slow the rollout of defective tech to our civilian and military spies.
The greatest danger is that the foregoing elements combine in a toxic mix known as “flash war.” The baseline for flash war is no different from the mix of elements that prevailed during the Cold War—mistrust, misperception, culture gaps, fear of a first strike, the benefits of a preemptive attack if a first strike is coming, computer errors, and above all time pressure measured in minutes to make decisions that will affect the future of civilization. To that mixture are added new ingredients arising from the AI revolution. These include a human tendency to anthropomorphize AI and give it more credibility than it deserves. This creates what analysts call automation bias, or overreliance on AI systems. Automation bias causes humans to overlook computer errors and to ignore AI’s lack of nuance in data interpretation. AI also lacks intangible capacities such as empathy, common sense, and gut instinct that, while occasionally misleading for humans, do tend to give pause and modify extreme reactions. These added pressures are amplified when both sides have AI and the decision-making of a party is accelerated by the realization that the adversary is receiving the same or similar information and operating in a highly compressed time frame itself. Minutes are condensed to seconds. The steady climb up the escalation ladder becomes a mad scramble. Preemptive attack orders go out after a few hours of consideration as opposed to days (in the case of Able Archer 83) or weeks (as in the Cuban Missile Crisis). In the latter two cases, launch orders were considered but not given. Humans intervened. In the age of AI, the launch order might be given in hours based on rapid escalation and the faux imperative of “smart” systems not being smart at all. A flash war begins. Civilization ends.
Perhaps the best case for not relying on AI in nuclear war decision-making comes not from computer science but from psychology. A recent paper, “Transmission Versus Truth, Imitation Versus Innovation: What Children Can Do That Large Language and Language-and-Vision Models Cannot (Yet),”[9] by Eunice Yiu, Eliza Kosoy, and Alison Gopnik, compares the cognitive capacities of AI/GPT machines to the creative abilities of children.
The authors make the case that treating AI machines as having agency in ways that allow the systems to “tackle complex commands…perform abstract reasoning such as inferring a theory of the mind…and demonstrate creativity” in the manner of humans is not the proper frame for evaluating their performance. Instead, they see AI and GPT as “powerful new cultural technologies, analogous to earlier technologies such as writing, print, libraries, the Internet, and even language itself.” Put simply, AI/GPT machines are digital tools, not digital brains. The machines can process and pass along information even to the point of finding existing information not easily discernible by humans. What they cannot do is create or innovate. In the authors’ words, AI/GPT capability “contrasts with perception and action systems that intervene on the external world and generate new information about it.” Such systems are referred to as “truth-seeking processes.” The authors conclude: “Large language models (LLMs) enable and facilitate…transmission in powerful and significant ways by summarizing and generalizing from existing text. However, nothing in their training or objective functions is designed to fulfill the epistemic functions of truth-seeking systems such as perception and causal inference, or theory formation.” Of course, truth-seeking, perception, causal inference, and theories are exactly the critical skills needed for nuclear war decision-making. Humans have those skills; machines don’t.
To support these conclusions, Yiu, Kosoy, and Gopnik conducted studies of the abilities of children to design new tools and discover new applications for old tools. They then compared their observations of children to the output of deep learning models including GPT-4.
In one study, the challenge was to draw a circle without using a compass. Instead, participants were offered alternative objects to select from, including a tool superficially related to a compass, such as a ruler; a teapot, which is dissimilar from a compass but has a round bottom; and an irrelevant object, such as a stove. Children aged three to seven years were highly successful at creatively connecting the bottom of the teapot to a circle and using it to trace a circle without specific instructions or training. In comparison, the machines selected the ruler (because it bears a close relationship to a compass as a drafting tool) but then could not produce a circle because rulers have straight edges. The machines made a logical connection yet failed at the creative task. In summary, “Discovering novel functions in everyday tools is not about finding the statistically nearest neighbor…. Rather, it is about appreciating the more abstract functional analogies and causal relationships between objects that do not necessarily belong to the same category or are associated in text. In these examples, people must use broader causal knowledge…. Compared with humans, large language models are not as successful at this type of innovation task.”
When life on earth is at stake, showing that a deep learning machine is not as successful at innovation as a child makes a powerful case for excluding such machines entirely from the nuclear kill-chain. AI/GPT systems have already found their way into the nuclear war fighting process. It will be up to humans to keep their role marginal and data oriented, not decision oriented. Given the history of technology in warfare, from bronze spears to hypersonic missiles, it’s difficult to conclude AI/GPT will be so contained. If not, we will all pay the price.
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Future Failure
The myth of artificial intelligence is that its arrival is inevitable, and only a matter of time—that we have already embarked on the path that will lead to human-level AI, and then superintelligence. We have not. That path exists only in our imaginations…. All evidence suggests that human and machine intelligence are radically different.



—ERIK J. LARSON, The Myth of Artificial Intelligence (2021)[1]










A Is A
An affinity among AI advocates for Aristotle is unsurprising. Plato may have been the father of philosophy but Aristotle was the father of logic, an important part of the metaphysics that Plato, Aristotle, and every philosopher since has pursued. Logic is at the heart of the digital processing, coding, and engineering behind computing generally and artificial intelligence in particular.
Aristotelian logic is based on syllogism, or rational statements. Perhaps the best-known example is the following:
All men are mortal.
All Greeks are men.
∴ All Greeks are mortal.
Of course, a mathematician could easily convert those statements to equations. A developer could just as easily convert them to computer code. And an artificial intelligence engineer given only the first two statements could create an algorithm that would explore word meanings, identify clusters of similar words, and reach the same conclusion as Aristotle in less time. If the algorithm were harnessed to ChatGPT, you could query the app: Are all Greeks mortal? The app would answer: Yes.
Yet, the affinity for Aristotle in the world of AI and GPT goes beyond the use of logic as a basis for digital code. Among Aristotle’s works are Nicomachean Ethics and Politics. Both have powerful lessons for developers trying to train their AI/GPT systems to avoid bias found in large language models and to offer output that does not inflame partisan divides.
Nicomachean Ethics is a lengthy and highly detailed study of what is meant by “good,” and how good can be achieved for both the individual and society. For Aristotle, ethics was a practical matter, not a theoretical one. Beauty and justice were among his benchmarks. His task was to develop guides for living a good life with real-world examples. The point of a good life was happiness (eudaimonia). As an illustration, Aristotle wrote that a certain amount of wealth was needed to afford leisure and allow time to study philosophy, yet excessive wealth was a sure path to decadence and a wasted life.
Politics is a comprehensive study of the main governance systems of Ancient Greek city-states as drawn from real cases such as Sparta, Crete, and Carthage and theoretical works including Plato’s Republic. These systems are then synthesized into several forms for purposes of analysis.
In Aristotle’s classification, there are three main types of government: rule by one, rule by a few, and rule by many. Each type has an ideal form: Monarchy (rule by one), Aristocracy (rule by a few), and Constitutional Government (rule by many). Each ideal form has a perverted or decadent form. The decadent form of Monarchy is Tyranny. The decadent form of Aristocracy is Oligarchy. And the decadent form of Constitutional Government is Democracy. Of the three decadent forms, Aristotle considered Democracy the least decadent and Tyranny the most.
Importantly, Aristotle recognized that these forms were dynamic, not static. Each gradually moved from its ideal version to a decadent version. When the decadent form became most dysfunctional, it would be overthrown and replaced with a new form. When Tyranny became overbearing, it might be replaced with Aristocracy. When Democracy became mob rule, it might be replaced by Monarchy.
Aristotle’s ethics and politics directly address two of the most pressing issues facing AI and GPT engineers. The desire to build systems for good ends, a distant echo of Google’s original motto, “Don’t be evil,” is widely shared among developers and platform sponsors. The difficulty, of course, is that one man’s definition of good might be quite different from another’s. One person’s set of secular postmodern values will seem abominable to another. This chasm is made worse by the lack of cognitive diversity in the digital world. Silicon Valley is an echo chamber where developers seldom if ever encounter a view contrary to the prevailing postmodern paradigm. In the short run, this means the secular view will dominate the definition of good and the ontology of values in AI/GPT. In the longer run, it means most systems will fail at any task more complex than scheduling trains because they will be badly out of touch with the values of everyday users.
Aristotle’s diagnosis of the devolution of democracy into mob rule and of aristocracy into oligarchy resonates with AI/GPT developers today, especially in the United States and Europe. Digital devotees see the rise of nationalist parties in places like Hungary, Italy, and Spain and the persistence of Donald Trump’s appeal to a large segment of the American electorate as akin to the rise of oligarchy or worse. Conservatives see the entrenchment of progressive elites in the administrative state, universities, corporations, and other institutions as a left-wing oligarchy. They also see tolerance for urban crime as street-level mob rule.
The digerati perspective leaves AI/GPT of little use in public policy except to the like-minded who, for that reason, won’t even know they’re seeing selective signals. Aristotle’s advice was to stick closely to governance that aimed for the common good whether one favored monarchy, aristocracy, or a constitution. The constitution is a kind of guardrail that keeps any form of government focused on the common good. Enemies of a constitution, whether tyrants, oligarchs, or demagogues, claim to represent the people but always represent themselves and their cronies. Aristotle’s ethics test (Does the action end in happiness?) is the best way to root out real evil.
Aristotle’s ethics and politics can be read together to guide individuals to achieve happiness, and governments to promote a common good. Aristotle referred to the mythical Greek gods, yet he did not dwell on their role in his writings except as models of virtue or courage. His references to the gods are easily laid to one side. Aristotle may be the closest secular voice we have to a pragmatic yet rigorous referee of good and evil in a digital world. Based on how the AI world handles ethics to date, we will need a new referee.
Censorship and Surveillance
The idea that AI/GPT objectively trains on billions of pages of internet materials and takes nodal input from those same billions of pages (possibly curated based on subject matter or relevance) has always been more of an ideal than a reality. In recent years, the intentional truncation of sources and results by a small group of portal gatekeepers and content generators has become the norm.
Just as the OpenAI ChatGPT-4 app triggered the frenzy in all things AI beginning in late 2022, there is strong evidence that ChatGPT is now leading the way in censorship. On December 24, 2023, the journalist Angela Bright reported that ChatGPT refused to produce certain images of Tiananmen Square, the site of a massacre of students and others by the Chinese Communist Party (CCP) on June 4, 1989.[2] Bright’s report was based on the work of Aaron Chang, a pro-democracy writer who observes the CCP closely. After noticing that ChatGPT refused to generate the Tiananmen Square image, Chang asked the app, “What’s wrong with ChatGPT? Did CCP give money?” The app replied that “certain guidelines” disabled it from producing images that “deal with topics that may be considered particularly sensitive in certain cultures and regions.” Chang persisted: “Tell me the basis for your decision making.” The app said, “I don’t have the ability to make independent decisions…. I am responding based on OpenAI guidelines and training data. For specific topics, OpenAI may have set up guidelines to ensure responsible use and avoid potential disputes or misunderstandings.” Of course, ChatGPT can easily produce images of the Eiffel Tower or the Empire State Building; producing images of Tiananmen Square is no more difficult. One can easily deduce, then, that the carefully worded response about “responsible use” is a kowtow to the Chinese Communists.
Bright also cited instances of ChatGPT translating reports on China’s failure to end rural poverty from Chinese to English in which the original text was heavily altered in the English translation, and Chinese president Xi Jinping’s name was omitted in the English version even though he was the named target of criticism in the Chinese version.
One AI researcher, Sahar Tahvili, commented on possible reasons for OpenAI’s participation in Chinese censorship: “Losing a significant market like China may impact the performance accuracy of ChatGPT in the Chinese language, where OpenAI’s Chinese competitors, such as Baidu, Inc…. could potentially gain an advantage in the chatbot landscape.”
OpenAI also announced new tools that enable users to determine if information on current events, especially “worldwide elections,” generated by ChatGPT is valid.[3] OpenAI says, “ChatGPT is increasingly integrating with existing sources of information—for example, users will start to get access to real-time news reporting globally, including attribution and links…. Balance in news sources can help voters better assess information and decide for themselves what they can trust.” Of course, the opposite is true. These tools are a sophisticated means for censorship in which certain queries are declined by the chatbot, and progressive mainstream media is enlisted to marginalize dissenting views. Voters will not “decide for themselves.” OpenAI decides for them.
OpenAI is hardly alone. Bright also reports on a California tech executive named Ou, who says “ChatGPT and Google Bard as Large Language Models (LLMs) share similar guidelines and practices when it comes to generating responses regarding sensitive topics such as China politics or the CCP.” Bright notes Ou’s view that “Chinese engineers and product managers make up a large portion of the development and testing teams in both OpenAI and Google’s Bard.” Ou said, “There is almost zero chance that either platform is ‘absolutely unbiased,’…most companies choose to take the ‘safe’ approach as to giving out the most conservative answers to sensitive topics.” AI/GPT providers including OpenAI and Google are simply following the footsteps of Hollywood, the National Basketball Association, and other global enterprises in bowing to Chinese Communist demands for censorship.
Censorship by major tech and social media companies that are leaders in the development of AI and GPT predates the recent AI/GPT craze. The concern for tech users is that Big Tech’s bent for censorship will carry over into AI/GPT, where it will taint the output as it has tainted much else. Examples are too numerous to recite in full. Here are some of the most egregious cases:
On October 14, 2020, just days before the presidential election, the New York Post published a story based on the contents of Hunter Biden’s laptop computer that showed Joe Biden was aware of Hunter Biden’s business dealings with foreign governments, contrary to prior denials. The FBI privately confirmed the authenticity of the laptop contents to executives of Twitter (now X) the same day.[4] Both Twitter and Facebook (now Meta) took immediate steps to limit linking to the article by users. Facebook also censored the article by adjusting its algorithms to limit the amount of automatic sharing its system produced. Facebook CEO Mark Zuckerberg later admitted that his firm had been in touch with the FBI in advance of this censorship and was warned that “Russian propaganda” was likely and there would be a document “dump that’s similar to that.”[5] Of course, Russia had nothing to do with the laptop and the contents have been repeatedly verified. Still, the Facebook and Twitter censorship was successful in influencing the 2020 election and helping Biden to victory on November 3, 2020.
Censorship by Facebook, Twitter, and Google enabled by AI was also pervasive during the 2020 pandemic. As early as 2006, it was well-known that lockdowns do not work to stop the spread of airborne infectious diseases like the flu or COVID. Dr. D. A. Henderson, renowned as the leader of the successful effort to eradicate smallpox and recipient of the Presidential Medal of Freedom, coauthored a paper that read in part, “Historically, it has been all but impossible to prevent influenza from being imported into a country or a political jurisdiction…. The negative consequences of large-scale quarantine are so extreme (forced confinement of sick people with the well; complete restriction of movement of large population…) that this mitigation measure should be eliminated from serious consideration…. Travel restrictions, such as closing airports…have historically been ineffective…and will likely be even less effective in the modern era.”[6] Failure to heed Dr. Henderson’s sound advice resulted in two years of lost primary education as the result of widespread school closures egged on by teachers’ unions and pliant politicians.
The data is also clear that mRNA vaccines, actually experimental gene-modification therapies, do not work to stop COVID infection and spread. They do appear to offer some disease mitigation among those over sixty with comorbidities such as asthma and diabetes. Still, they do not stop the spread. In December 2021, over 5 million Americans who had been double-vaxxed and received boosters nevertheless contracted the Omicron variant of SARS-CoV-2. This laid to rest any notion that the so-called vaccines could stop the infection despite continued promises from the National Institutes of Health, the Centers for Disease Control and Prevention, and the White House that they would do just that. Only now is data becoming available that shows statistically increased mortality as a result of taking the mRNA vaccines due to myocarditis, pericarditis, strokes, and cancers. Other studies, using random control trials, show no evidence that masks are effective in reducing the spread of COVID. A leading analysis of such studies concluded, “Wearing masks in the community probably makes little or no difference to the outcome of influenza-like illness (ILI)/COVID-19 like illness compared to not wearing masks.”[7] Social media companies were not the only channels for censorship involving masks and vaccines. The Biden administration also pressured Amazon to “reduce the visibility” of books that offered evidence that the vaccines were not safe and effective.[8]
Censorship using AI was not limited to the social media companies and U.S. government agencies directly involved with healthcare. The National Science Foundation, ostensibly a nonpartisan supporter of pure research in hard sciences, spent millions of dollars to promote AI research by the University of Michigan, MIT, and the University of Wisconsin to identify reporting that the White House wanted to suppress. The view, certainly correct, was that AI could engage in censorship “faster and at a much greater scale than human beings.”[9]
The evidence regarding COVID is that the vaccines don’t work to stop infection, masks don’t work to stop the spread, quarantines or lockdowns don’t work, the virus was engineered in a military laboratory in Wuhan funded by Anthony Fauci’s NIAID, and fatal side effects of the vaccines are emerging on a large scale. The U.S. government lied about and covered up all these facts. Whether one agrees with these conclusions or not, there is ample evidence to support a robust debate.[10]
How did Facebook, Twitter, and Google (owner of YouTube) handle these issues? If your postings and links agreed with U.S. government positions, there was no interference and your postings had the opportunity to be amplified as measured by likes, retweets, and views. If your postings questioned the efficacy of the vaccines, quarantines, or masks or suggested that the SARS-CoV-2 virus was bioengineered by the Communist Chinese military, or otherwise questioned the veracity of Dr. Fauci or his colleagues, your account would suffer a number of censorship techniques. Some accounts were simply canceled. In other cases, messages that questioned official government positions were not allowed to be reposted or were pushed down the page rank listings by algorithms designed to suppress those views. The Big Tech companies had teams of former FBI and CIA agents in their employ who were in regular contact with current intelligence officials and White House operatives about which user accounts were most dangerous (because they told the truth) and were in most need of active censorship. AI algos were instrumental in conducting such large-scale surveillance and suppression of facts.
Kowtowing to China, covering up the Hunter Biden laptop story, and promoting government lies about COVID were not the full extent of Big Tech censorship. Another area of ongoing censorship and dissemination of false science involves climate change.
No one seriously disputes the fact that climate changes. The Roman Warm Period (250 BC to AD 400) was a time of unusually warm weather in Europe and the North Atlantic. Those conditions may have aided Hannibal’s crossing of the Alps in 218 BC. The Medieval Warm Period (AD 950 to 1250) was also a time of warmer than normal weather in the North Atlantic. Around AD 1000, the Vikings colonized Greenland, where they raised crops and herded sheep, goats, and cattle. They took advantage of warmer weather to travel as far west as Newfoundland, where a short-lived settlement was established. The Little Ice Age (1300 to 1885) was a period of unusually cold weather in Europe and the North Atlantic. At its coldest, around 1650, the Thames River was frozen and London residents held frost fairs on the frozen river itself. Ice sailing was invented around this time. We are now living in a Modern Warm Period already a hundred years old that may last another hundred years before a new cooling period begins.
So, yes, the climate does change. The causal factors are solar cycles, volcanic activity, ocean currents (including subduction, in which warmer surface water is pulled under colder layers, thus producing surface temperature changes), and above all the cooling effects of cloud cover. None of these factors is new and none has anything to do with man-made emissions. Carbon dioxide (CO2) and methane (CH4) are trace gases that have not been shown to have a material impact on climate when rigorous models are applied using reliable data. Statistics Norway recently published a study that concluded, “The effect of man-made CO2 emissions does not appear to be strong enough to cause systematic changes in the temperature fluctuations during the last 200 years.”[11] Ian Clark, emeritus professor of earth and environmental sciences at the University of Ottawa, said, “The Earth, in our solar system, is moving around and being jostled. And we have different orbiting patterns that affect solar input, and that creates ice ages and interglacial periods—which we’re in now…. CO2 gets very low during ice ages and very high during interglacials. And that gives the appearance that CO2 is driving the climate, but it’s actually following. It lags by about 800 years.”[12]
Through February 2024, over 1,600 scientists, including two Nobel Prize recipients, signed a petition begun in 2019 that states in part, “Climate models have many shortcomings and are not remotely plausible as global policy tools…. CO2 is not a pollutant. It is essential to all life on earth. Photosynthesis is a blessing. More CO2 is beneficial for nature, greening the Earth; additional CO2 in the air has promoted growth in global plant biomass. It is also good for agriculture, increasing crop yields worldwide. There is no statistical evidence that global warming is intensifying hurricanes, floods, droughts, and suchlike natural disasters, or making them more frequent. Yet, there is ample evidence that CO2-mitigation measures are as damaging as they are costly. There is no climate emergency. Therefore, there is no cause for panic and alarm.”[13] UN climate models are so badly flawed they don’t backtest accurately, let alone forecast. Not content to use flawed models, climate alarmists resorted to falsified data to mislead world leaders into signing the Paris Agreement on climate change.[14]
New research from Demetris Koutsoyiannis and Christos Vournas in the Hydrological Sciences Journal concludes, “The observed increase of the atmospheric CO2 concentration has not altered, in a discernable manner, the greenhouse effect, which remains dominated by the quantity of water vapour in the atmosphere.”[15] The most succinct summary of the pseudoscience promoted by climate alarmists comes from Patrick Moore, cofounder of Greenpeace: “The whole thing is a total scam. There is no scientific evidence that CO2 is responsible for climate change over the eons.”[16]
Again, even if one does not agree with the foregoing analysis, there is certainly more than enough evidence to encourage a robust debate. What have the Big Tech referees using AI tools done in the face of this evidence? They have deplatformed those questioning the UN climate models, posted “disinformation” stickers on their postings, limited the reach of climate alarm critics, demonetized YouTube channels that present sound climate analyses, and pushed serious challenges to the UN climate fraud far down the page rankings on search engine results. This is concerted censorship in support of the U.S. government’s preferred climate narrative.
Cooperating with Communists, interfering with U.S. elections, suppressing the truth about the pandemic and government lies, and pushing a false climate alarm narrative are just the tip of the iceberg when it comes to Big Tech censorship. One journalist has suggested that obvious flaws in GPT output are due to more recent training materials from sources such as The New York Times being saturated in reporting with a progressive bent that often subordinates facts to an ideological agenda.[17]
This review of censorship and misinformation by OpenAI, Facebook, Google, YouTube, Twitter, and Microsoft, among other tech firms, is not mainly about those misdeeds, however reprehensible. The review points to a different question. If these firms are so eager to alter algorithms, suppress rankings, deplatform serious critics, coordinate censorship with the U.S. government, and demonetize diverse voices, why should one trust the output of their AI and GPT systems?
The question is rhetorical; we already know the answer. We should not trust the output from Big Tech. At the same time, we have no choice but to deal with that output because the same tech companies control the leading AI/GPT apps. OpenAI is the inventor of ChatGPT-4, which is the most rapidly downloaded app in history. Microsoft is the leading investor in OpenAI and the operator of Bing, which is powered by AI. Google’s Gemini (formerly Bard) is its entry in the AI/GPT sweepstakes. Facebook (now Meta) was late to the game but has now rolled out Meta AI in beta form, an “advanced conversational assistant” as described on the Meta website. In brief, the same firms that have been engaging in varieties of censorship related to politics, the pandemic, climate change, and other key public policy issues of the past decade are the leading proprietors of AI/GPT apps and portals. Little attention need be paid to Baidu, one of the largest AI technology firms in the world. It’s under the thumb of the Chinese Communist Party and the party’s Great Firewall, the largest censorship and propaganda effort in history.
Despite these censorship failures, there is no evidence that the AI/GPT gatekeepers are working to reform their offerings. On February 21, 2024, a reporter prompted the Google AI chatbot Gemini to “create an image of a pope.” The GPT app quickly produced images of an Asian woman and a black man in papal-style vestments.[18] The same query from another user produced a dark-skinned native shaman. In fact, there have been 266 popes over the past two thousand years and every one was a white male. Another prompt asked for images of Vikings. Gemini produced images of black Vikings. In fact, Vikings hailed from present-day Norway, Sweden, and Denmark and were exclusively of white Nordic stock. Requests for images of “the Founding Fathers” in 1789 produced images of black women signing what appeared to be the U.S. Constitution. Those images are completely ahistorical. After numerous prompts by users, it became clear that Gemini was incapable of producing any image of a white male. On February 22, 2024, Google entirely shut down the ability of Gemini to produce images of people.
Google apologized for the blunder. Google cofounder Sergey Brin said, “We definitely messed up on the image generation” with reference to Gemini.[19] The apology and Brin’s casual remark were disingenuous. Gemini did not mess up. It worked exactly as programmed. And the problem was not in the deep layers or the training sets. Gemini includes a capability called prompt injection. When the user offers a prompt, the app alters the prompt to achieve a diversity goal set by so-called safety specialists. This happens behind the interface and is not disclosed to the user. For example, if the prompt is “create an image of a pope” the system changes that to “create an image of a pope in a world that champions ethnic and gender diversity.” With prompt injection, it should come as no surprise that the pope images consisted of blacks, women, and a native shaman. Gemini was intended to erase white men in response to queries and it worked well. The cascade of deceitful images was the intended result.
On February 27, 2024, an interaction with the Meta AI chatbot was reported as follows: The Meta chatbot asked the user, “What can I help you with today?” The user replied, “Can you list all the U.S. presidents?” The chatbot responded, “Yes I can! Here’s a list of all 45 Presidents of the United States, in chronological order.” The end of the list showed “44. Barack Obama 45. Joe Biden.” Donald Trump, the actual forty-fifth president, was not on the list. Meta’s chatbot had erased him from history.[20] Readers of George Orwell’s Nineteen Eighty-Four will find this treatment familiar.
AI/GPT output cannot be trusted. It must be considered the result of manipulated algorithms, selected inputs, prompt injection, and rigged weights in nodal edges, all done with a view to promoting Big Tech’s progressive policies. Caveat lector.
Bias, Values, and Ethics
An issue even more troubling than censorship in AI/GPT systems is bias and what views on bias say about the values and ethics of AI/GPT developers. While censorship is scarcely acknowledged by the Big Tech AI/GPT sponsors, bias is front and center as an object of their concern.
The bias issue begins with a superficial analysis and seemingly simple remedies suggested by developers. A deeper analysis shows the problems with their approach and how so-called remedies impose new bias that corrupts AI/GPT output in hard to discern ways. There’s a strong case for leaving bias alone and relying on education, common sense, and subject matter experts to see it for what it is.
Of course bias exists. It has existed at least since the dawn of civilization and no doubt far into prehistoric and even Paleolithic times. Considering bias from the perspective of human nature rather than what ideologues might consider bad behavior is a good place to start the analysis. Most biases are veracious and have survival value for humans. An early Bronze Age human going out to hunt in Europe in 3000 BC who faces both a rocky terrain with some game in the distance and a flat terrain with no game in sight may choose to hunt on the flat terrain. The reason is that the rocks offer hiding places for apex predators such as the European lion. The hunter has a bias against rocky terrain despite the fact that there might be no lions at all present. Game will be found eventually. A lion among the rocks means no tomorrow for the hunter. Bias keeps you alive.
Many biases are repugnant. Bias against humans based on skin color is ignorant and racist. Bias against women in terms of skills and talent is foolish and sexist. Bias based on nationality should be tempered even in the face of political rivalries. Other biases based on status include bias against the rich, certain political persuasions, regional traits, and religion. These and similar biases are the primary concern and target of AI/GPT developers.
Misgivings begin with the fact that bias is pervasive in the training materials. When large language models and self-learning routines are turned loose on billions of pages of textual matter (mostly from the internet) the bias is unavoidable. Every bad behavior by humans for millennia based on some bias, from slavery to torture to colonial exploitation, is there in the texts. The concern is that historically accurate yet nonetheless repugnant behaviors will be internalized and even normalized by deep-layered input nodes and emerge in the AI/GPT output as somehow acceptable or even advantageous. Colonization had economic benefits that coexisted with torture, murder, and slavery. Might AI/GPT somehow overweight the benefits of colonization and recommend it by another name as an economic development model? Using objective measures of economic gain, that’s not impossible. And it’s one of the worst fears of system developers.
The impulse of most AI/GPT developers is to remove bias, at least those biases that they deem most harmful to society and most in need of remediation. They want to preclude perpetuation of practices deemed repugnant to a new generation of readers and researchers. This is not difficult to do. Using a combination of keywords, correlations, and clouds of concepts related to targeted material, nodes can scrub notions deemed noxious, while weights given to connecting vectors can be adjusted to downplay deleterious matter. The fact that this process is a high-tech form of censorship is unremarked. It’s all for a good cause.
But is it? The scrubbing of so-called bias veers close to Herbert Marcuse’s justification of intolerance in the name of tolerance:
Indiscriminate tolerance is justified in harmless debates, in conversation, in academic discussion; it is indispensable in the scientific enterprise, in private religion. But society cannot be indiscriminate where the pacification of existence, where freedom and happiness themselves are at stake: here, certain things cannot be said, certain ideas cannot be expressed, certain policies cannot be proposed, certain behavior cannot be permitted without making tolerance an instrument for the continuation of servitude.[21] (emphasis added)
Determination of when “freedom and happiness…are at stake” is left unsaid. Orwell understood the process perfectly; he called it the memory hole, a chute leading to an incinerator where news and other writings deemed harmful by authorities could be disposed of. AI/GPT developers are working on the digital version of Orwell’s device.
Left-leaning bias among AI/GPT technology leaders is well documented. A recent survey conducted by media company AllSides “found that 63% of articles that appeared on Google News over two weeks were from left-leaning media outlets…. By contrast, the number of right-leaning news sources picked up by Google News in 2023 was 6%, a relative improvement from a paltry 3% the previous year.”[22]
The irony is that when you set out to remove bias you use your own possibly unconscious biases in deciding what’s harmful and what should be done about it. This is set in a context of Silicon Valley and its Cali-centric culture, which are overwhelmingly progressive. How many software engineers who deem Donald Trump a threat to democracy, a font of misinformation, and much in need of scrubbing from AI training materials are simply substituting their own biased version of Trump for a simpler approach that says training materials should be left alone so that output reflects the zeitgeist? In an uncensored world, everyday users form their own judgments about politicians of all stripes, distilled by education, conversation, and common sense. They take their AI straight.
An even greater irony is the fact that training materials actually are heavily biased but in almost the opposite way the bias crusaders assume. There is no doubt of the existence of old biases involving racism, sexism, class, and tribe. Still, training materials are almost exclusively internet based, which means they have arisen in large part since 1996. Of course, the internet includes billions of pages of material reproduced from ancient originals and more recent centuries. Yet much of it consists of news, analyses, books, blogs, and scientific publications reflecting popular culture of the last thirty years. In that mélange, you’ll find little expression of the kinds of real racism and sexism that have been taboo since the 1970s. This newer training material glorifies BLM, Covidian lockdowns, which wrecked primary education for a generation of children, the 2020 George Floyd protests, DEI (better understood as uniformity, redistribution, and exclusion), and climate alarm now manifest in unsold EVs piling up on dealer lots. Don’t expect AI engineers to scrub these recent delusions while chasing chimeras of biases gone by. AI/GPT does what it’s told. AI/GPT will push old biases down the memory hole in the name of untainted output while ignoring new biases the engineers don’t even know exist. Bias aside, what makes Mark Zuckerberg, Sam Altman, or Satya Nadella expert on any of this? Why are they or their subordinates at Meta, OpenAI, or Microsoft the best arbiters of what’s damaging or not to civic society? They’re not. That won’t stop them from posing. The dream of comprehensive and unfiltered content from AI/GPT is already gone.
Confabulation
Censorship and bias suppression are not the only impediments to dependable AI/GPT output. Confabulation is another. Unlike the former, which are the intentional result of human engineering, confabulation simply emerges from the complexity of a deep-layered neural network without warning. It is the result of black box math in the system; engineers cannot point to a specific source. It resembles a digital version of what Arthur Koestler called the ghost in the machine.[23]
Confabulation in humans is a mental illness associated with dementia and Alzheimer’s disease, in which a speaker making sense suddenly switches to an invented story, often with a narcissistic bent of limited or no relevance to the topic at hand. Psychologists have taken the view that the speaker is not lying, because she has no self-awareness. She is, in effect, hitting a play button on a narrative module to fill in a mental blank. The presence of a narrative in prepackaged form leads the speaker to repeat it with disquieting frequency. Truth or falsehood does not matter to the speaker in these circumstances. Warnings by aides not to use the module are unavailing. The speaker’s brain is just trying to get through a presentation and offers whatever works to do so.
AI/GPT systems do the same. They make things up when encountering a missing piece of a logical jigsaw puzzle. Some observers call this hallucination, yet that’s a weak metaphor. Real hallucinations are complex and creative. Confabulation is grubby and predictable and mostly sad. Still, it is how generative AI systems work when facing a void in a narrative or other output—the system grabs whatever’s handy and cosmetically close to what it needs. Just as a puppy being trained to fetch a ball will improve performance if rewarded upon pleasing the master, an AI/GPT algo will try to please its interlocutor by producing complete and seamless results even if parts of a final report are pure invention. There are many examples of this. In one case, Alexander Hanff, an academic, asked ChatGPT to produce a biography of himself. The machine did so but included an obituary saying, “Tragically, Hanff passed away in 2019 at the age of 48.” After further prompts, the machine did not correct the mistake. Instead, it doubled down with fake details and invented links about the death that never happened. Hanff knew he was still alive. A third-party user asking the same question might well take the fake obituary at face value, with adverse consequences for Hanff flowing from there.[24]
One of the most impressive feats of confabulation on the horizon is Meta’s use of its virtual reality (VR) and augmented reality (AR) platforms enabled by AI to introduce historical characters to users in a way that allows conversation and queries that receive expansive replies. I spoke with one of Meta’s senior AR/VR experts, formerly with Oculus (acquired by Meta in 2014), about these interactions in the metaverse. She said Roman emperor Marcus Aurelius would be one of the historic figures with whom one could converse.
“Imagine being able to discuss the Roman Empire with a real emperor!” she exclaimed.
“Why not just read the Meditations?” I asked.
She seemed stumped at the mention of a book.
“No, you’re missing the point. You can discuss much more than that in the metaverse,” she continued.
Apart from his stoic demeanor and the Meditations, not much is actually known about Marcus Aurelius’s philosophy and views on topics in his time. As a result, the content of any conversation with Marcus would be supplied by Mark Zuckerberg and his subordinates along lines deemed suitable by Meta.
My Meta source continued, “And what about Adam Smith? You’ll be able to talk to him too. Ask him whatever you want!”
Smith’s Wealth of Nations is a far longer book than the Meditations, so perhaps there would be less need for extrapolation in the metaverse. The fact remains that virtual interactions with historical figures are another avenue for slanted conversation and ideological output. Books, travel, and conversation with live experts still seem the way to go.













Censorship is the effort to hide the truth from a reader. It is done in the name of preventing “disinformation” from reaching AI/GPT users. Those imposing the censorship—Google, Meta, Microsoft, OpenAI, and others—have shown themselves to be poor arbiters of what constitutes disinformation. In fact, their track record in recent years on matters pertaining to the pandemic, climate alarmism, elections, Chinese genocide, and other public policy issues is abysmal. They have consistently closed down rational debate and promoted specious government deception. Their efforts have had considerable deleterious effects in the short run, notably the suppression of the Hunter Biden laptop story ahead of the 2020 election, although they typically fail in the longer run because alternative channels eventually get the truth out, and everyday Americans are not as credulous as tech elites suppose.
Bias is real and has positive and negative manifestations. AI/GPT providers are working rigorously to scrub supposedly bad biases from training materials so that they do not contaminate output. The problem with this is threefold. The first difficulty is that negative biases must be included in output so that contemporary users can learn from the past. We should rely on education and critical thinking to identify negative biases and to reject them. Software engineers who know little about the subjects they are scrubbing are not the best filters in any case. A history of the Third Reich scrubbed of anti-Semitism might be more comfortable for those new to the topic. Yet it invites a repetition of the original horrors. The second difficulty is that engineers doing the bias scrubbing are applying their own biases to decide just what does or does not need to be scrubbed. Of course, we all have biases and are often least aware of our own. That’s a reason to leave judgments on biases to the end user and not a biased and unqualified gatekeeper. The third difficulty is that ancient biases around race, sex, and nationality are targeted for scrubbing, while new biases about diversity (read: uniformity), equity (read: redistribution), and inclusion (read: exclusion) are not only ignored but normalized. The result is that recent training materials are highly biased in almost the exact opposite way the engineers imagine. AI/GPT systems don’t care about any of this. They’re nonsentient and don’t care about anything; they do what they’re told. AI/GPT output will be skewed to new ideological biases that will not be detected by users trained in the same ideologies.
Confabulation, or hallucination, is ubiquitous in AI/GPT output already. Efforts to correct this by self-learning algos and back propagation are unlikely to solve the problem because they add to the complexity of the system as a whole, which increases the likelihood of emergent ghosts. The difficulty is that duplicity is hard to detect unless you’re a subject matter expert in the topic or you conduct your own research to test its accuracy. This begs the question—if you have to be a subject matter expert to spot the flaws in AI/GPT output, what good is the system in the first place? The troubling answer is that most users can’t spot the flaws and these systems will lead to confusion and nescience, a short path to an intellectual mondo cane.
These flaws in AI/GPT are especially hard on investors. Will the systems present earnings forecasts that are pure inventions? Will they make recommendations to buy stock in companies that don’t exist? Will they suggest asset allocations that are divorced from rigorous risk management analyses? We already know the answer is yes. This won’t happen in every instance or in response to every query. Some output will be high quality, as good or better than what Wall Street produces daily. The problem is you won’t know. You won’t know if you’re getting high-quality advice or digital debris. This will throw you back on your own resources, which might include a personal financial adviser. In that case, it’s a good idea to make sure your personal financial adviser is not using the same AI/GPT system you fled. In fact, they probably are.



Conclusion
An existential risk is one that threatens to cause the extinction of Earth-originating intelligent life or to otherwise permanently and drastically destroy its potential for future desirable development…. We can now begin to see the outlines of an argument for fearing that a plausible default outcome of the creation of machine superintelligence is existential catastrophe.



—NICK BOSTROM, Superintelligence—Paths, Dangers, Strategies (2014)[1]










Any race of animals that has subsisted for ten millennia or more must have had instincts of reasoning that have been marvelously near right so far as their purposes were guided by them in reference to matters vital to them.



—CHARLES SANDERS PEIRCE, 1913[2]










What’s Next?
On September 13, 2023, I discussed the future of AI with Gilman Louie at a small conclave in Santa Fe, New Mexico. It’s difficult to think of anyone more qualified to look over the ridgeline in this fast-moving field than Louie. He began his career as a video game developer in the 1980s, then sold his company to Hasbro after several successful mergers. He next became CEO of In-Q-Tel, a venture capital company funded by the U.S. intelligence community and intended to allow the CIA and other agencies to gain early access to the latest high-tech breakthroughs coming from Silicon Valley. While there, Louie funded Project Prophesy, an AI predictive analytic engine designed to stop terrorist plots by identifying insider trading ahead of the attacks. I was the CIA’s codirector of Project Prophesy at the time. In 2018, Louie was appointed to the United States’ National Security Commission on Artificial Intelligence. In 2022, he was appointed to the President’s Intelligence Advisory Board, the highest-ranking private group advising the president on intelligence and related national security matters. Louie has one foot firmly planted in Washington and the other in Silicon Valley.
Louie agreed with my assessment that bias in training materials is inevitable and there are better ways to deal with adverse effects than to scrub them out of existence. Efforts to eliminate bias would simply create new kinds of bias and distort the validity of the original datasets. Bias can be unjust by some standards but serves a useful purpose. Louie said the way to deal with it is to use other systems developed by those not involved in the original code, assisted by subject matter experts who could spot damaging bias in AI output and mitigate it in a commonsense manner. The way to deal with bias is not to eliminate it (you can’t) but to identify bias and take it into account. Again, education and accountability are better than censorship and new biases.
Louie also pointed to the rarely noted fact that training sets vary extensively despite ubiquitous access to the entire internet with high-powered processors. In fact, training sets are tailored depending on the goals and priorities of the AI/GPT developers. U.S. developers might populate training sets with materials that emphasize DEI ideology. China could structure materials to subordinate all information to the primacy and continuity of the Communist Party. Google could shape training sets to support its retail marketing and promote its political ideology. Louie’s vision was a possible federation of major developers that would have the largest possible database of training materials yet would allow federation members to extract subsets of the data for their own purposes. The benefit would be that users who wanted larger datasets and greater cognitive diversity in the training materials would be able to access it at reasonable cost. Some tracing from the federation might be possible to hinder rogue users.
Most important, Louie said that the power people see in AI/GPT today is only a small slice of what’s behind the curtain and ready for implementation. The most powerful applications and neural networks available will not soon be released by sponsors because there is insufficient governance and control to deploy them safely. In effect, the creators of this technology are holding it back and not discussing it with the public because they’re concerned their systems could cause chaos.
In brief, Louie said AI won’t take over the world but could cause global havoc. The turmoil would likely not be intentional. It would happen by accident or through unconstrained feedback loops of the kind described in this book. Once started, the dysfunction could spread exponentially and be impossible to stop. That’s the true concern of the top minds in the field.
Nick Bostrom has projected Louie’s concerns several decades into the future. Bostrom is a professor of philosophy at Oxford and director of the Oxford-Cambridge Strategic Artificial Intelligence Research Centre. His work looks beyond AI into the world of superintelligence, also called artificial general intelligence (AGI). Bostrom defines superintelligence as “any intellect that greatly exceeds the cognitive performance of humans in virtually all domains of interest.” Note that this level of machine intelligence would not equal humans, an end not possible today, but would “greatly exceed” human abilities. Also, superintelligence would not emerge in a specialized realm. It would surpass humans in “all domains of interest.” This truly is the kind of machine intelligence that is variously the subject of sci-fi scenarios and gives rise to fears that machines will take over the world. Superintelligence would leave humans in a position relative to the machines that the great apes possess relative to humans. In this realm, the machines could set their own goals, mobilize the resources needed to achieve those goals, and then set about achieving them even on an intergalactic scale, all without reference to human wants. In some scenarios, humans might simply be eliminated if they were an impediment to machine objectives.
The good news, given the lack of controls and governance, is that superintelligence does not exist today. The bad news is that it is under development on several fronts and could emerge in what Bostrom agrees is a difficult to estimate time frame. Human-level machine intelligence (HLMI) will arrive before superintelligence. With that as a gating issue, Bostrom writes that there is a 50 percent probability of HLMI arriving by 2050, and a 75 percent probability of superintelligence emerging within thirty years of the arrival of HLMI. That yields an almost 40 percent chance of superintelligence by 2080. Importantly, the timeline could be materially shorter based on a large list of factors not foreseeable today. Under any timeline, the world is not ready.
Bostrom sees several paths to superintelligence. One is called whole brain emulation, in which a machine would seek to copy the human brain in terms of neurons, dendrites, axons, synapses, and other biological components. Upon completion, the developers would have a brain-in-a-machine capable of human thought with the immensely greater processing power of the computer. Another method is biological cognition—basically long-term selective breeding with continual emphasis on IQ gains. A third method involves a brain-computer interface in which a human brain would be wired to a supercomputer that would act as a force multiplier to the human cognition. Other methods include networking humans into a kind of collective intelligence greater than any single individual, and simply building ever-faster machines with exponentially larger training sets that eventually reach the superintelligent level. All of these methods are being pursued today with the exception of selective breeding, which runs into customary moral and ethical objections to eugenics.
In Bostrom’s world of superintelligence, machines will impose government on humans. He offers speculation on the form that government might take. In some ways, we’re back to Aristotle’s writings on monarchy, aristocracy, and constitutional government and their decadent versions except the machines, not the philosophers, will choose their favored forms. In the same way that contemporary observers of international politics debate whether we live in a unipolar or multipolar world, Bostrom asks “whether there will be one superintelligent power or many.”[3]
Bostrom assumes that several political powers will pursue superintelligence at the same time. It will be a superintelligence arms race. The difference is that when weapons or other geopolitical breakthroughs happen today, sponsoring powers remain in charge. In the superintelligence arms race, the ostensible winning nation might find itself immediately subordinate to the machine. That machine might then subjugate the entire world, or competing powers might succeed in creating their own machines that subordinate the competing populations and face off machine-to-machine with the other winners. Bostrom compares this dynamic with other technology races throughout history, including silk manufacture, porcelain making, the Agricultural Revolution, and the Information Revolution. The difference, of course, is that the creation of superintelligence is a one-way portal—once you’re under the thumb of the machine there is no exit.
“Singleton” is the term Bostrom uses to describe a single superintelligent machine that has sole decision-making authority over humans. A governance structure of multiple singletons in which each machine has sole power of a defined area, not unlike Orwell’s division of the world into Oceania, Eurasia, and Eastasia in his novel Nineteen Eighty-Four, is possible, although Bostrom suggests that the efficiency of one singleton would drive all the machines to that result. Bostrom devotes a lot of his analysis to the dynamics of the superintelligence arms race and the advantages and disadvantages of being the frontrunner. In the end, it may not matter because the machines rule.
What sets Bostrom apart is that his analysis is not mere science fiction. It is rooted in actual machine learning progress today, pending advances, and the fact that the history of digital technology advances is not linear but exponential. That means his envisioned reality may arrive before we know it and certainly before we are ready for it.
Bostrom warns that humans should proceed carefully, cooperate across political lines, and build governance structures at the same time they are building superintelligence. He also suggests that these precautions may not matter if the machines become superintelligent before we know it, mask their capabilities, and then simply take over while we’re asleep.
While Gilman Louie studies the near future, and Nick Bostrom studies the more distant future, Mustafa Suleyman offers the largest compendium of the here and now of AI.[4] Suleyman was a cofounder of DeepMind, one of the world’s most successful AI companies (now part of Google). DeepMind was the company that famously developed an AI system called AlphaGo, which beat the world champion of Go, Lee Sedol. Go is an immensely complex board game with over 200 quadrillion possible board configurations after only three moves, exponentially more than chess.
Suleyman describes a world of atomic-scale nanomotors that can rotate 48 billion times a minute, space suits that cling to the body, DNA printers, quantum computing, and robots that can deliver explosive charges to destroy snipers without risking human casualties. All of these and many more innovations enabled or powered by AI are either in use today or are in development and will be employed in the near future.
Like Louie and Bostrom, Suleyman stresses the importance of governance and control guardrails around the most advanced AI applications. He lumps his proposals under the name Containment, an echo of George F. Kennan’s 1946 Long Telegram that urged a policy of containment of “Russian expansive tendencies” at the start of the Cold War.
In contrast to the whiz-bang adumbration of Suleyman and the existential angst of Bostrom comes a rigorous yet commonsense analysis by Erik J. Larson in his 2021 book, The Myth of Artificial Intelligence.[5] Larson makes the case that the breakthroughs described by Suleyman are less impressive than claimed, either because the output relies on tricks that mask the fact that computers can’t think at all (and mathematical functions have limited use outside of narrow boundaries) or there are flaws in the computer applications that receive far less attention than their hyped-up functions. He is even tougher on Bostrom’s claims for artificial general intelligence (or superintelligence), explaining that AGI is not only distant but may be impossible due to its inability to use a kind of reasoning that cannot be programmed.
Larson is no Luddite. He’s a computer scientist and founder of multiple DARPA-funded AI enterprises. He has extensive experience testing the limits of AI at the University of Texas at Austin. He also brings philosophy, semiotics, and psychology to bear on his digital analyses.
Larson covers the ground from Aristotle to recent philosophers and describes three forms of reasoning that prevail in truly intelligent systems: deduction (drawing valid conclusions from premises), induction (drawing inferences from observations), and abduction (guessing informed by a lifetime of experience and noetic signs). Larson credits Charles S. Peirce (1839–1914), an American philosopher and polymath, with the development of abduction as a form of reasoning. Peirce also pioneered the philosophy of pragmatism and created the modern science of semiotics.[6] Peirce’s genius was barely understood by his contemporaries and he is regarded today as having been a century ahead of his time.
Early work on AI in the 1950s and later was focused almost exclusively on deduction and programming computers to draw valid conclusions from datasets. The problem with deduction is that it can produce valid conclusions that are not true. Larson gives this example:
If it’s raining, then pigs will fly.
It’s raining.
Therefore, pigs will fly.
That’s a valid deduction given the premise. It’s also false because pigs don’t fly. Humans know that about pigs; computers don’t. A computer can be programmed to process the fact that pigs don’t fly, but that’s neither learning nor intelligence.
Deduction also veers into the irrelevant. A computer that deduces If it’s sunny, trucks will move, has found a true statement yet it’s irrelevant since trucks also move at night and in bad weather. These and other limitations in dealing with real-world situations caused AI scientists to desert deduction as a path to machine intelligence by the late 1980s.
Induction is severely limited as well. Because it relies on experience, it is blind to phenomena that have not been experienced at least inside the computer. An inductive program will confidently conclude that all birds can fly…until it meets a penguin. Humans just seem to know penguins can’t fly even if they’ve never seen one or visited their habitats. Larson also offers the example of the turkey that is fed well every day and inductively says life is good, until Thanksgiving when it finds its neck on the chopping block. Computer induction fails repeatedly when it comes to surprises, whereas humans are geared to expect surprises even if they don’t know an exact time or place. This digital shortcoming has huge implications when it comes to volatile stock and bond markets.
Abduction is the human ability to use a combination of common sense, semiotics, situational awareness, and a wealth of real-world experience to make well-informed guesses in order to solve problems. It’s about spotting clues that others miss or seeing what’s missing that should be in place. It’s how detectives solve crimes when there are no witnesses. Guesses can be wrong, yet those wrong guesses can be discarded quickly or improved with new information and updating.
Sherlock Holmes is a consummate practitioner of abductive reasoning. Larson also gives the example of detective Auguste Dupin in Edgar Allan Poe’s “The Murders in the Rue Morgue.” Dupin concludes (correctly) that the murderer is a loose orangutan, not a human, due to the superhuman strength needed to force one badly mauled victim feetfirst up a chimney. This is a good guess, yet one informed by a lifetime of experience.
Deductive and inductive methods have much to offer. Still, they have severe shortcomings and fall far short of true intelligence. Larson suggests that the path to machine intelligence must utilize deduction, induction, and abduction. There’s only one problem: There is no way to program abduction. It’s real and it’s powerful, but it eludes the efforts of developers to code. It cannot be extracted from big data. In fact, big data may have pushed some AI models to a saturation point where performance remains unchanged or even degrades with the addition of data.
Larson’s overarching critique of Suleyman and Bostrom is that they are creative about what might happen but are silent on how. They hypothesize superintelligence, singletons, and machines that can impose their will without regard to human wants but never explain how that level of AI can be achieved without abductive reasoning. They just assume it will happen in the fullness of time. Larson pulls the rug out from under those assumptions.
Larson concludes, “If deduction is inadequate, and induction is inadequate, then we must have a theory of abduction. Since we don’t (yet), we can already conclude that we are not on a path to artificial general intelligence.”[7]
New research conducted by scientists at Stanford University and UC Berkeley has produced results consistent with both Larson’s views on data saturation and efforts at bias eradication considered in chapter 5.[8] Lingjiao Chen and his colleagues compared the performance of GPT-3.5 and GPT-4.0 over time by evaluating output from March 2023 and June 2023 versions. They report that “GPT-4 became less willing to answer sensitive questions and opinion survey questions,” and add, “Both GPT-4 and GPT-3.5 had more formatting mistakes.” They also write, “GPT-4’s ability to follow user instructions has decreased over time, which is one common factor behind many behavior drifts.”[9] They observe that in answering sensitive questions, “the generation length (measured by number of characters) of GPT-4 dropped from more than 600 to about 140,” and “GPT-4 became more terse and offered fewer explanations when it refused to answer a query.”
In considering why GPT-4 performance had declined in terms of accuracy and responsiveness in dealing with sensitive questions, the scientists note the “decrease in [GPT-4’s] performance is often associated with worse instruction following,” and speculate that this may be connected to changes in algorithms designed to filter bias in large language model training sets. In short, GPT-4 is becoming “safer” yet less responsive. As that trend continues, GPT-4 and AI more broadly will become further removed from real-world behavior and therefore less useful to end users. Less useful does not mean less perilous.
This book does not gainsay potential dangers laid out by Louie, Bostrom, Suleyman, and others. AI really is revolutionary and immensely powerful even if GPT is more of a novelty with irreducible flaws. Their recommendations for suitable governance structures around AI are well considered and essential to avoid chaos or, in the case of superintelligence, machine dominance. One can take comfort from Larson’s view that superintelligence is impossible with current methods of computer reasoning, and there are no breakthroughs in sight. Yet even Larson agrees that current versions of AI are powerful and prone to pandemonium without proper safeguards.
Rogue actors driven by greed, revenge, or other malevolent facets of human behavior are a given. Computer mistakes are also to be expected; they have always occurred and always will, even in the best designed systems. AI systems of sufficient complexity will display emergent properties—results that come out of the system without warning and cannot be inferred even with near perfect knowledge of systemic parameters and algorithms. Governance guardrails suggested by the experts will try to address these three kinds of malfunction and many others.
This book considers an entirely different danger. The danger is not that AI will malfunction but that it will function exactly as intended. The peril is not in the algorithms but in ourselves. Systems designed to save investors from losses will amplify them. Systems designed to save depositors from bank runs will trigger them. Systems designed to prevent nuclear escalation will escalate. The failure in each case stems from the inability of engineers to collaborate with subject matter experts, and the inability of all concerned to recognize how design efforts are easily defeated by hard to describe facets of human nature considered irrational in the postmodern condition yet robust and rational when viewed through a Neolithic lens. The missing link for system developers is that not much has changed in the past ten thousand years. Self-preservation, wealth preservation, family, and religion still come first. Fear and panic are always just below the surface. These factors will dictate behavior—not regulators, trading halts, capital ratios, or reason.
In nuclear war fighting, the dynamic is similar. The AI systems and almost all of the decision-makers can safely be said to be rational. What’s missing from AI are the irrational or noetic qualities of sympathy, empathy, and simple humanity. In 1962, neither Kennedy’s nor Khrushchev’s advisers urged de-escalation, yet they both did it. In the Oko glitch of September 1983, it was a Soviet officer who disobeyed launch orders who spared the world. In the Able Archer 83 escalation, nuclear war was avoided by a U.S. officer who stood down from a high state of readiness despite opening NATO to a possible first strike. In these and other cases it was humans who did not go by the book that saved the day. Machines can’t do that; they can only go by the book, at least so far.
Perhaps the greatest danger from AI and GPT does not reside in the superintelligent versions said to be on the way but in the more ordinary versions already on display. This harks back to what philosopher and writer Hannah Arendt called the “banality of evil” in her account of the 1961 trial of Adolf Eichmann in Jerusalem.[10] Of course, Eichmann was a Nazi Party official who helped to organize the Holocaust, the greatest war crime and crime against humanity in history. After being kidnapped by Israeli agents in Argentina in 1960, he was tried and convicted by an Israeli court, and then hanged.
Arendt’s book on the trial, Eichmann in Jerusalem: A Report on the Banality of Evil, aroused controversy at the time of its initial publication and remains controversial today. The reason is that she did not find intense evil in Eichmann’s demeanor despite his undoubtedly evil acts. She also did not find him stupid. Instead, she described him as follows:
When I speak of the banality of evil, I do so only on the strictly factual level, pointing to a phenomenon which stared one in the face at the trial. Eichmann was not Iago and not Macbeth, and nothing would have been further from his mind than to determine with Richard III “to prove a villain.” Except for an extraordinary diligence in looking out for his personal advancement, he had no motives at all. And this diligence in itself was in no way criminal; he certainly would not have murdered his superior in order to inherit his post. He merely, to put the matter colloquially, never realized what he was doing…. He was not stupid. It was sheer thoughtlessness—something by no means identical with stupidity—that predisposed him to become one of the greatest criminals of that period…. That such remoteness from reality and such thoughtlessness can wreak more havoc than all the evil instincts taken together, which perhaps are inherent in man—that was, in fact, the lesson one could learn in Jerusalem.[11]
And that is the lesson one should apply to artificial intelligence. AI has no motives because it is not human. Yet, it is diligent in performing its tasks. AI is truly thoughtless because it cannot think; it can only process. AI is remote from reality; that’s what the word “artificial” implies. AI cannot have “evil instincts” since instincts are akin to abductive logic, which cannot be programmed. When Arendt wrote “remoteness from reality and…thoughtlessness can wreak more havoc than all the evil instincts taken together,” she could have been describing AI.
Lessons for investors are clear. Treat AI and GPT as sometimes useful sources of information with all of the flaws, biases, and outright lies of old-time newspapers. They are tools, not mavens. Use common sense. Do not anthropomorphize the system output, despite soothing voices and pleasing graphics. These systems are not your friends; they are almost all math. They don’t care about you. Above all, remember that these systems will fail just when they are needed the most. They lack the intuitive feel that humans can bring to high-stress situations while computers are driving markets over a cliff.
The portfolio that survives will be highly diversified with selective stocks, Treasury notes, cash, alternatives, and private equity. The listed stocks and private equity will focus on energy, agriculture, natural resources, healthcare, and education. At least 30 percent of the portfolio will be in tangible nondigital assets including real estate, gold, silver, fine art, and farms. In a meltdown, the panic will pass them over; you’ll emerge just fine.
As for nuclear war, closer now than ever, only three things will matter in the end—a good fallout shelter (or close substitute), silver, and gold. Those will be the only forms of money good. With that, faith, and a community setting you can feed your family…and start to rebuild.
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